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Contacting Veeam Software

At Veeam Software we value feedback from our customers. It is important not only to help you quickly with your
technical issues, but it is our mission to listen to your input and build products that incorporate your
suggestions.

Customer Support

Should you have a technical concern, suggestion or question, visit the Veeam Customer Support Portal to open a
case, search our knowledge base, reference documentation, manage your license or obtain the latest product
release.

Company Contacts

For the most up-to-date information about company contacts and office locations, visit the Veeam Contacts
Webpage.

Online Support

If you have any questions about Veeam products, you can use the following resources:

e Full documentation set: veeam.com/documentation-guides-datasheets.html

e Veeam R&D Forums: forums.veeam.com
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About This Document

This guide is intended for IT managers, virtual infrastructure administrators, and other personnel responsible for
the product deployment and operation.

This document describes the features included in Veeam Data Cloud for Microsoft 365. It also provides usage
examples and gives step-by-step instructions that will help you better understand how to use Veeam Data
Cloud for Microsoft 365.

Intended Audience

The document is intended for backup administrators and other IT professionals who planto use Veeam Data
Cloud for Microsoft 365.
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About Veeam Data Cloud for Microsoft
365

Veeam Data Cloud for Microsoft 365 is a BaaS (Backup as a Service) solution that allows you to back up and
restore your Microsoft 365 data, including Microsoft Exchange, Microsoft SharePoint, Microsoft OneDrive for
Business and Microsoft Teams data.

In This Section

Security

Plans

Licensing

Data Backup
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Security

This section lists fundamental security features of Veeam Data Cloud for Microsoft 365.

Certifications

Veeam holds numerous certifications, including ISO/IEC 27001, and is continuously investing, innovating, and
adding to industry and regulatory credentials to help ensure your datais protected and secure. For more
information, see Veeam Trust Center.

Data Sovereignty

Data is stored in a dedicated storage account in the region of your choice.

Redundant Storage

Utilizes Local Redundant Storage (LRS) by default, where three copies of customer data are stored on three
separate disks within the primary Azure region.

Isolated Environment

Backup datais stored in a virtually air-gapped location, hosted by Veeam in Microsoft Azure. This environment is
isolated and decoupled from both Microsoft 365 and customer infrastructure. Customers also benefit from the
inherent datasecurity provided by Microsoft Azure at the storage level.

Encryption

Utilizes 256-bit encryption for all data in-transit and at-rest.

Immutability

Offers service-level immutability capabilities on the primary backup. Once the data is backed up, it cannot be
altered, tampered with, or deleted by users, including administrators or attackers.

Multi-Factor Authentication (MFA)

Utilizes Microsoft single sign-on with Multi-Factor Authentication.

Retention Period

Retention is set to 7 years by default, and can be customized to offer an unlimited time period.

Pen-tested

Regular penetration tests carried out by a 3rd party specialist provider.
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Service Level Agreements (SLAs)

99.9% uptime — excluding planned outages.
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Plans

Veeam Data Cloud for Microsoft 365 provides you with 3 plan options: Flex, Expressand Premium. You can
utilize multiple plan types within one tenancy of Veeam Data Cloud for Microsoft 365. You can purchase
through authorized Veeam partners or in the Microsoft Azure Marketplace. For more information, see this
Veeam webpage.

This section provides information on plans for Veeam Data Cloud for Microsoft 365.

NOTE
Keep in mind that plans and license models are available according to the following rules:

e Flex plan can be used with both, Fixed License Model and Variable License Model.
e Expressand Premium plans can be used with Variable License Model.

To learn more, see License Models.

Flex
Prioritizes control and flexibility. Supports Microsoft Exchange, SharePoint, OneDrive for Business and Teams.
Offers comprehensive control and customization of backups and retention periods. Granular and bulk data

recovery options. Data is stored separately from your Microsoft 365 tenant in the Azure location of your choice.
Offers advanced security capabilities including granular Role Based Access Control.

Express

Prioritizes speed and scale. Powered by Veeam's integration with Microsoft 365 Backup Storage. Supports
Microsoft Exchange, SharePoint and OneDrive for Business. Fast backup of initial Microsoft 365 tenant and other
large datasets. Offers bulk restores at scale.

Premium

All features included in Flex and Express. Provides the strictest adherence to the 3-2-1 rule with multiple
backup and restore options.

Mix and Match

Customers have the flexibility to mix and match licensing. For example, you can have the Premium plan for top
users or a certain department or location, and Flex or Express plans for the remainder of your Microsoft 365
users.
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Licensing

Veeam Data Cloud for Microsoft 365 licensing is determined by the user accounts for which you perform

backu

ps. Each protected user account consumes one Veeam Data Cloud for Microsoft 365 license.

Veeam Data Cloud for Microsoft 365 licenses are consumed by the following objects related to a user account:

Microsoft Exchange Online mailboxes — each Microsoft Exchange Online mailbox requires one Veeam Data
Cloud for Microsoft 365 license unit.

Microsoft OneDrive for Business account — each OneDrive for Business account consumes one Veeam Data
Cloud for Microsoft 365 license unit.

Microsoft SharePoint Online personal sites — a personal SharePoint site of a licensed user consumes one
Veeam Data Cloud for Microsoft 365 license unit.

For users under the Flex plan, a Veeam Data Cloud for Microsoft 365 license unit covers a user mailbox,
OneDrive for Business account and SharePoint personal site for which at least one restore point has been
created within the last 31 days. For example, if the mailbox and personal site of the same user were backed up in
the last 31 days, one Veeam Data Cloud for Microsoft 365 license will be consumed. If an object was not backed
up for 31 days, its license is automatically revoked and will not count towards total license count.

NOTE

When you plan the number of Veeam Data Cloud for Microsoft 365 licenses you require, consider the
following:

All users in your Microsoft 365 subscription that are members of a backed-up team or have access to
a backed-up team, communication, collaboration and other non-personal SharePoint sites must be
licensed.

e If you back up only Microsoft Teams objects or non-personal SharePoint sites, the licenses are not

consumed by Veeam Data Cloud for Microsoft 365. You must purchase enough licenses to cover all
users who have access to these Microsoft Teams objects or non-personal SharePoint sites.

The following objects do not consume a Veeam Data Cloud for Microsoft 365 license:

Microsoft Teams objects — these objects do not consume a Veeam Data Cloud for Microsoft 365 license. .

Group and non-personal SharePoint sites — these sites do not consume a Veeam Data Cloud for Microsoft
365 license.

Shared mailboxes, resource mailboxes, group mailboxes and public folder mailboxes — these mailboxes do
not consume Veeam Data Cloud for Microsoft 365 licenses if such mailboxes do not have a Microsoft 365
license assigned. If such mailboxes do have a Microsoft 365 license assigned, then they will consume a
Veeam Data Cloud for Microsoft 365 license.

External SharePoint users —an external SharePoint user is a user from outside your Microsoft 365
subscription who has access to one or more sites, files or folders. External authenticated users are limited
to basic collaboration tasks, and external anonymous users can edit or view specific documents if they

have specific permissions.

Guest Microsoft Teams users — a guest Teams user is a user from outside your Microsoft 365 subscription
who has access to a backed-up team.
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License Models

Veeam Data Cloud for Microsoft 365 provides you with 2 license models: Variable License Model and Fixed
License Model. You can purchase through authorized Veeam partners or in the Microsoft Azure Marketplace.

TIP

The Variable License Model is recommended. It provides the richest capabilities and automa tion and
ensures the protection of all your Microsoft 365 data.

This section provides information on licenses and license models for Veeam Data Cloud for Microsoft 365.

Fixed License
Model

Available for Flex
plan

Variable License
Model

Available for Flex,
Expressand
Premium plan

Provides a fixed number of
licenses.

Administrators must
manually add new users to
backups within the Ul.

When customers need to
add more licenses, they
must go through another
purchase process.

When backing up SharePoint
sites or Teams public
channels, all users who have
access must have a license.

Jobs can be defined with
variable scope, with entire
organizations backed up or
backups created with pre-
defined rules such as using
AD groups.

Can automatically add new
users who join your
Microsoft 365 organization
to the backup based on the
backup rules defined.

Related Topics

e Viewing License Model Details

e Switching License Model

Cannot manage backups (for
example, create new backup
jobs, edit, disable or delete
existing backup jobs, edit
retention periods, backup
frequency), can only control
the users and objects to be
included based on your
license count.

All objects that fit backup
rules are backed up
automatically.
Administrators can manage
backups (for example,
create new backup jobs,
edit, disable or delete
existing backup jobs, backup
frequency).

e Activating Subscription in Microsoft Azure Marketplace
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Data Backup

This section describes backup concepts of Veeam Data Cloud for Microsoft 365.

Backup Applications

To back up Microsoft 365 data, Veeam Data Cloud uses Microsoft Entra ID (formerly Microsoft Azure Active
Directory) applications.

The first Microsoft Entra application is created during the self-service onboarding process. You can either select
to create the application automatically or manually:

e If you choose to automatically connect Veeam Data Cloud to your Microsoft 365 tenancy, Veeam Data
Cloud creates a new application registration and grants the required permissions.

e If you choose to manually connect Veeam Data Cloud to your Microsoft 365 tenancy, you must manually
grant the required permissions for the new or existing application registration. For more information on
the required permissions, see Microsoft Entra Application Permissions.

You can also add a second Microsoft Entra application registration to increase the speed of your SharePoint
backup. For more information, see Adding Second App Registration.

Backup Retention

Veeam Data Cloud for Microsoft 365 uses the snapshot-based retention mechanism to store the backed-up data.
With each backup job run, Veeam Data Cloud captures a snapshot or state of a backed -up item, and saves it to
the backup location. The item state comprises a cumulative set of item versions created for the item in Microsoft
365. The item state belongs to a specific restore point.

Snapshot-based retention works in the following way:

1. During the initial backup of an item, Veeam Data Cloud creates the first restore point with the initial item
state. The item state contains all versions of the item that exist in Microsoft 365 at the moment when the
backup is created.

2. When a user modifies the item in Microsoft 365 once again, Microsoft 365 creates a new version for the
item.

3. During a subsequent backup session, Veeam Data Cloud creates a new restore point with a new item state.
The new item state cumulatively includes all versions of the item created by Microsoft 365, including
those that are already contained in the first restore point.

4. After the retention period for the first restore point expires, Veeam Data Cloud removes the restore point
from the backup location — that is, removes the item state. The item itself remains in the backup location.

Veeam Data Cloud will repeat this operation for all subsequent restore points that contain newer states of
the item until the retention period expires for the last restore point, and the last restore point is removed
as well.

Retention is set to 7 years by default, and can be customized to offer an unlimited time period. To do this,
contact Veeam Customer Support.

Backup and Restore of Public Folders

Veeam Data Cloud for Microsoft 365 supports backup and restore of public folders.
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To back up and restore public folders, you must grant the following roles and permissions during onboarding:

e The M365 Global Admin account that you use for onboarding must have the Owner role at the root level
of the public folder hierarchy. For more information, see Granting Owner Role in PowerShell.

e The M365 Global Admin account that you use for onboarding must have a valid Exchange Online license
and an active mailbox within the Microsoft 365 organization.

e To backup public folders and discovery search mailboxes in Microsoft 365 organizations, Veeam Data
Cloud for Microsoft 365 needs access to Exchange Online PowerShell. To access Exchange Online
PowerShell, the Microsoft Entra application must have the Exchange.ManageAsApp permission and the
Global Readerrole. For information on how to grant the Global Reader role, see Granting Global Reader
Role to Microsoft Entra Application.

Consider the following limitations:
e Backup and restore of public folders requires the Variable License Model.

e Veeam Data Cloud for Microsoft 365 only backs up and restores public folders located under the
IPM SUBTREE folder.

e When backing up public mailboxes, only select the root public mailbox. Any child folders of the selected
public mailbox will be backed up as well.

e Veeam Data Cloud for Microsoft 365 does not back up permissions for sharing mailbox folders and
calendar.

To back up public folders, select the public folders that are listed as M365 users when you create a backup
policy. For more information, see Performing Backup.

To restore public folders, explore your Outlook backups, select the public folder mailbox and restore it. For
more information, see Restoring Outlook Mailboxes.
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Backup Object Types

Veeam Data Cloud for Microsoft 365 allows you to select what types of objects to include in the backup and
exclude from the backup, depending on your plan. Objects of each type consist of a set of child objects. You can
specify processing and exclusion options - that is, select what child objects of a specific object to include in the
backup and what to exclude from the backup.

For the Flex plan, the following object types and their child objects are available for backup:

e Organization — consists of all objects within your Microsoft 365 organization. The objects you can exclude
from the backup are:

o M365 Users and their child objects: Mailbox, Archive Mailbox, OneDrive, Personal Site

o Groups and their child objects: members with Mailbox, Archive Mailbox, OneDrive and Sites, and
Group Mailbox and Group Site for Microsoft 365 groups

o SharePoint Sites
o Teams
o Teams chats (if backup of Teams chats is enabled)

e M365 Users — consists of users, shared mailboxes, public mailboxes and discovery search mailboxes.
The child objects you can process/exclude from the backup are: Mailbox, Archive Mailbox, OneDrive and
Personal Site.

e Groups — consists of Microsoft 365 groups, dynamic Entra ID groups, security groups and distribution
groups. The child objects you can process/exclude from the backup are: members with Mailbox, Archive
Mailbox, OneDrive and Sites. For Microsoft 365 groups, Group Mailbox and Group Site are also
available.

¢ SharePoint Sites — consists of Microsoft SharePoint sites and subsites. You can either select the root
site, which automatically selects all its subsites, or any of its subsites.

e Teams— consists of Microsoft Teams teams. Channels, Tabs, Files and Membership are always
processed. If you have enabled Teams chats backup, you also have the option to process/exclude 7eams
chats.

e Partial Organization — consists of all objects within your Microsoft 365 organization. You can select
processing options by service: Mailbox, Archive Mailbox, OneDrive, Sites, Teams and Teams chats (if
backup of Teams chats is enabled). You can then exclude the V365 Users, Groups, SharePoint Sites and
Teams objects and their child objects from the partial organization backup.
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You can select which objects and their child objects to process and exclude from a backup when you create new
backup policies and when you edit existing backup policies. For example, when you select to back up a M365
user, you can select to process their Mailbox, Archive Mailbox and OneDrive, and not process their Personal Site
in the backup.

User selection

M Search Microsoft 366 directly (slower but includes newly created User)

(] seisctall

User nome Type Mailbox Archive Mailbox ‘OneDrive Personal Site

b

ashley.daniels@company.onmicrosoft.com  User (] (] ]

maryjones@company.onmicrosoftcom  User

john.adams@company onmicrosoft.cor User

diego.garcio@company & User

alicewong@company.an o User

Pat Jones patjones@company.onmicrosoft.com User

Olive Martinez alive. martinez@company onmicrosoft.com  User

Emma Smith emma.smith@company.onmicrosoft.com  User

Consider the following:

To back up user mailboxes, make sure that a mailbox has a valid Microsoft 365 license.

To back up SharePoint and OneDrive for Business objects, make sure that a user account has a valid
Microsoft 365 license with a SharePoint planenabled.

To back up public folder mailboxes, first check the considerations listed in Backup and Restore of Public
Folders.

Veeam Data Cloud for Microsoft 365 does not back up permissions for sharing mailbox folders and
Calendar.

Veeam Data Cloud for Microsoft 365 does not support backup of dynamic distribution groups. Members
of dynamic distribution groups cannot be resolved.

When you perform backup of SharePoint data, Veeam Data Cloud for Microsoft 365 does not back up
the following objects:

o External SharePoint lists. For more information, see this Microsoft article.
o SharePoint folder attachments

o SharePoint site collection recycle bin

o SharePoint sites created by Microsoft Loop

To create Microsoft Teams chats backups, Veeam Data Cloud for Microsoft 365 needs access to
Microsoft Teams Export APls. You must authorize Veeam Data Cloud for Microsoft 365 to use the
required APIs. To learn how to do that, see Enabling Microsoft Teams Chat Backup.

Veeam Data Cloud for Microsoft 365 does not back up the 7eamsMessagesData folder.
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Planning and Preparation

Before you start the self-service onboarding process, make sure to check the required permissions and other
prerequisites for Veeam Data Cloud for Microsoft 365.

In This Section

Microsoft Entra Application Permissions
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Microsoft Entra Application Permissions

Veeam Data Cloud for Microsoft 365 uses Microsoft Entra applications to establish and maintain the connection
between Veeam Data Cloud for Microsoft 365 and Microsoft 365 organizations, and perform backup and restore
of the organization data.

In this section you can find a list of permissions for Microsoft Entra applications that are granted automatically
by Veeam Data Cloud for Microsoft 365 when you add your organization during onboarding.

If you prefer to manually add your organization, make sure to manually grant all the listed permissions.

NOTE

For the user account that the Microsoft Entra application will use to log in to Microsoft 365, consider the
following:

e You must assign the required roles to this user account.
e Ifyou plan to back up public folder mailboxes, this user account must have a valid Exchange Online
license and an active mailbox within the Microsoft 365 organization.

Required User Account Roles for Microsoft Entra Application

The user account that the Microsoft Entra application uses to log in to Microsoft 365 must be assigned the
following roles:

e Global Administrator — required for adding organizations, creating Microsoft Entra application for the
Microsoft Azure service account, creating backup applications, reauthorizing Veeam Data Cloud.

e Owner — required for backing up public folder mailboxes.

Required Permissions for Microsoft Entra Application

NOTE

To restore data using Microsoft Entra application, make sure that you configure the Microsoft Entra
application settings. For more information, see Configuring Microsoft Entra Application Settings.

Permission name Permissio | Exchang | SharePoin | Microsof | Description
ntype e Online | t Online t Teams
and

OneDrive
for
Business

Microsoft Directory.Read.All Applicatio v v v Querying
Graph n Microsoft Entra
ID for

organization
properties, the
list of users
and groups and
their
properties.
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| Note

Group.Read.All

Group.ReadWrite.All

Sites.Read.All

TeamSettings.ReadWrite.All

ChannelMessage.Read.All

ChannelMember.Read.All

Applicatio
n

Applicatio
n

Applicatio
n

Applicatio
n

Applicatio
n

Applicatio
n
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Querying
Microsoft Entra
ID for the list
of groups and
group sites.

Recreating in
Microsoft Entra
ID an
associated
group in case
of a deleted
team site
restore.

Querying
Microsoft Entra
ID for the list
of sites and
getting
download

URLs for files
and their
versions.

Accessing
archived
teams.

Accessing
Microsoft
Teams public
channel
messages.

Accessing
Microsoft
Teams private
and shared
channels.



| Note

Directory.Read.All

Group.ReadWrite.All

Sites.Read.All

Directory.ReadWrite.All

offline_access

ChannelMember.ReadWrite.

All

Delegated

Delegated

Delegated

Delegated

Delegated

Delegated
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v

Querying
Microsoft Entra
ID for
organization
properties, the
list of users
and groups and
their
properties.

Recreating in
Microsoft Entra
ID an
associated
group in case
of teams
restore.

Accessing sites
of the
applications
that are
installed from
the SharePoint
store.

Setting the
preferred data
location when
creating a new
Microsoft 365
group for a
multi-geo
tenant in case
of teams
restore.

Obtaining a
refresh token
from Microsoft
Entra ID.

Reading the
current state
and restoring
Microsoft
Teams private
and shared
channels.



| Note

ChannelMessage.Read.All

Directory.ReadWrite.All

Files.ReadWrite.All

ChannelMember.ReadWrite.

All

Reports.Read.All

Reports.Read.All

User.Read

Delegated

Applicatio
n

Applicatio
n

Applicatio
n

Applicatio
n

Delegated

Delegated
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Accessing
Microsoft
Teams user
channel
messages.

Setting the
preferred data
location when
creating a new
Microsoft 365
group for a
multi-geo
tenant in case
of teams
restore.

Reading the
current state
and restoring
files of
Microsoft
Teams shared
channels.

Reading the
current state
and restoring
Microsoft
Teams private
and shared
channels.

Reading all
service usage
reports.

Reading all
usage reports.

Signing in and
reading user
profile.



| Note

Sites.ReadWrite.All Applicatio
n

Office 365 full .access_as_app Applicatio
Exchange n

Online'
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v

Creating,
reading,
updating, and
deleting
documents and
list items in all
site
collections.

Reading and
restoring
mailboxes
content.



| Note

Exchange.ManageAsApp Applicatio
n
EWS.AccessAsUser.All Delegated
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v

v

Accessing
Exchange
Online
PowerShell to
do the
following:

e Backup
public
folder
and
discovery
search
mailboxe
s.

e Determin
e object
type for
shared
mailboxe
sas
Shared
Mailbox.

Note: This
permission is
required to
back up public
folders and
discovery
search
mailboxes. This
permission
works along
with the Global
Reader role
granted to the
Microsoft Entra
application.

For more
information,
see Granting
Global Reader
Role to
Microsoft Entra
Application.

Accessing
mailboxes as
the signed-in
user
(impersonation
) through EWS.



| Note

full_access_as_user Delegated
Office 365  Sites.FullControl.All Applicatio
SharePoin n
t Online
User.Read.All Applicatio
n
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v

Reading the
current state
and restoring
mailboxes
content.

Note: This
permission is
only required
for
organizations
located in
legacy
Microsoft Entra
Germany
region.

Reading
SharePoint
sites and
OneDrive
accounts
content.

Reading
OneDrive
accounts
(getting site
IDs).

Note: This
permission is
not used to
back up
Microsoft
Teams data,
but you must
grantit along
with
SharePoint
Online and
OneDrive for
Business
permission to
add a Microsoft
365
organization
successfully.



| Note

AllSites.FullControl Delegated

User.ReadWrite.All Delegated

Reading the
current state
and restoring
SharePoint
sites and
OneDrive
accounts
content.

Reading and
updating user
profiles.

"You can check permissions for Office 365 Exchange Online API. For more information, see Checking Permissions for Office

365 ExchangeOnline API.

Granting Global Reader Role to Microsoft Entra Application

Veeam Data Cloud for Microsoft 365 supports backup of public folders and discovery search mailboxes in
Microsoft 365 organizations. To back up these objects, Veeam Data Cloud for Microsoft 365 needs access to
Exchange Online PowerShell. To access Exchange Online PowerShell, Microsoft Entra application requires the

Global Readerrole.

To grant the Global Readerrole to the Microsoft Entra application, do the following:

1. Sign in to the Microsoft Entra admin center.

2. Go to Identity > Roles & admins > Roles & admins.

3. In the Administrative roles list, find the Global Reader role and click on it.
4. In the Global Reader window, click Add assignments. The Add assignments wizard runs.
5. In the Select member(s) section, click the link.

6. In the Selecta member window, select the Microsoft Entra application in the list and click Select. The

selected application will appearin the Selected member(s) list.

7. Click Nextand then click Assign tofinish working with the wizard.
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Configuring Microsoft Entra Application Settings

For data restore using Microsoft Entra application, do the following to configure the application settings:
1. Signin to the Microsoft Entra admin center.
2. Go to ldentity > Applications > App registrations, and select an application.

3. Select Authentication > Advanced settings > Allow public client flows and set the Enable the following
mobile and desktop flows option to Yes. For more information on application settings, see this Microsoft
article.

Keep in mind that this option is unavailable for legacy Microsoft Entra Germany region. In this region, you
must register Microsoft Entra applications used for backup and restore as applications of the Public
client/Native type.

4. Select Authentication > Platform configurations > Add a platform > Configure p latforms > Mobile and
desktop applications and specify a redirect URI for the application. For more information, see this
Microsoft article.

When creating a new Microsoft Entra application automatically, Veeam Data Cloud for Microsoft 365
specifies http://localhost asa redirect URI.
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Checking Permissions for Office 365 Exchange
Online API

To check Office 365 Exchange Online API permissions, do the following:

1.
2.
3.

Sign in to the Microsoft Entra admin center.

Go to Identity > Applications > App registrations, and select an application.

Select AP| permissions > Add a permission > APIs my organization uses.

Select Office 365 Exchange Online API inthe list, check its permissions and configure them if needed.
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Backup Application Permissions

The following table lists permissions for Microsoft Entra applications that you can add as backup applications to
speed up your SharePoint backups.

NOTE

Using multiple applications may impact the performance of your production SharePoint environment.

All listed permissions are of the Application type.

Permission Name Exchange | SharePoint Microsoft | Description
Online Online and Teams

OneDrive for
Business

Microsoft Sites.Read.All v Getting download URLs for
Graph files and their versions.

Note: In the Microsoft
Entra China region, the
Sites.ReadWrite.All
permission is used instead.

Office 365 Sites.FullControl.All v Reading SharePoint sites
SharePoint and OneDrive accounts
Online content.

User.Read.All v Reading OneDrive accounts

(getting site IDs).
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Granting Owner Role in PowerShell

To grant the Owner role to the M365 Global Admin account that the Microsoft Entra application uses to log in to
Microsoft 365, do the following:

1. Connect to Exchange Online PowerShell. For more information, see this Microsoft article.

2. Use the following example to grant the role:

$folders = get-publicfolder "\" -recurse

foreach($folder in $folders)

{

Add-PublicFolderClientPermission -Identity $folder.identity -user <user_ ac
count> -AccessRights Owner

}
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Self-Service Onboarding

The onboarding process takes only a few minutes to complete. This section outlines steps for both the Variable
License Model and Fixed License Model. Additionally, if required, we can connect you with a member of our
Customer Success team who will guide you through the entire process.

NOTE

The Veeam Data Cloud for Microsoft 365 welcome email and important system notifications are sent from
the no-reply@veeamdatacloud.com email address. To ensure you receive all communications from
Veeam Data Cloud for Microsoft 365, you must include no-reply@veeamdatacloud.com in your

allowed, approved or safe senders list in your email client.

Variable License Model Onboarding Steps

To complete the self-service onboarding process, take the following steps:
1. In your welcome email from Veeam Data Cloud, click Activate your account.

Alternatively, follow the https://login.veeam.com/ link and signin with the Microsoft 365 Global Admin
account that was invited to Veeam Data Cloud.

2. Read and accept 7erms of Useand Privacy Notice. Click | Agree.

Veeam Data Cloud for Microsoft 365

Welcome to Veeam Data Cloud for Microsoft 365, we will protect:

© Exchange Online
@ sharePoint Online and OneDrive for Business

© Microsoft Taoms

Please read and confim acceptance of our Terms of Use and Privacy Notice bafors procesding:

I have read and accept the Terms of Use

I have read and accept the Privacy Notice

| Agree

3. Enter your organization details and click Next.

Organisation Details Gonnect to Microsoft 365 icense Model Backup Finish
) First we need some details obout your organisation

Company/Qrganisation

Company/Organisation Name *

000000000

Address

Country*

Australia

4. Copy the generated code to connect to your Microsoft tenancy.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Detalls Connect ta Microsoft 365 License Model Backup Finish

(® Automatically connact veoam Gata Gloud to your M365 tanancy
© Younesd to use a M365 Global Admin account for this step
Please do the following:

1. Copy thi

2,0pen hty
3.0ptional: Select the service you want t pratect
4.0nce sucsessful close the browser tab (which will return you 1o this scroen). Then click "Connoct” below to santinue.

Please ensure you have followed the steps above before clicking Connect

@ oos nelp? Clck hers for a guidsd walkihrough

O Manually connect Vesam Data Cloud to your M385 tenancy

Connect >

5. Click the https://microsoft.com/devicelogin link and paste or enter the code that you copied. Then click
Next.

NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

@ Microsoft

Enter code

Enter the code displayed on your app or device.

32| Veeam Data Cloud for Microsoft 365 | User Guide



6. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

B8 Microsoft

Pick an account

You’re signing in to on
another device located in Australia. If this isn’t you,
close this page.

[

—I— Use another account

Signed in

Back

7. Click Continue and close the window.

2" Microsoft

Are you trying to sign in to
2

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue
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8. Return to Veeam Data Cloud and click Connect.
9. Click Next.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Details Connect to Micrasoft 365 License Model Backup

Vesam Data Cloud successfully connactad to your M365 tenancy

(D Licence model: Variable number of licences
The licence is set up for all users. Any new M365 users will be bocked up automatically. You will have a variable billed based on the number of M385

users backed up.

10. Click Start backup.

Veeam Data Cloud for Microsoft 365
(]

License Mode| Backup Finish

Organisation Details Connec

Click the Start backup button below 1o start protecting your Microsoft 365 data.
Note: If you want te back up Microsoft Teams Chats, please follow the steps in this article

Start bckup

You can adjust backup settings later after the onboarding process is completed. To learn more, see Editing
Flex Backup Policies.

Fixed License Model Onboarding Steps

To complete the self-service onboarding process, take the following steps:

1. In your welcome email from Veeam Data Cloud, click Activate your account.

Alternatively, follow the https://login.veeam.com/ link and signin with the Microsoft 365 Global Admin
account that was invited to Veeam Data Cloud.

2. Read and accept 7erms of Useand Privacy Notice. Click | Agree.

Veeam Data Cloud for Microsoft 365

Welcome to Veeam Data Cloud for Microsoft 365, we will protect:

© Exchange Online
@ SharePoint Online and OneDrive for Business

& Microsoft Teams

Please read and confirm acceptance of our Terms of Use and Privacy Notice before procesding:

1 have read and accept the Tarms of Use

I have read and accept the Privacy Notice
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3. Enter your organization details and click Next.

Veeam Data Cloud for Microsoft 365
(]

Organisation Details Gonnect to Microsoft 55 e ockup inish
@ First we need some deteils about your organisation

Company/Qrganisation

Company/Organisation Name *

Orgonisation A

Phene

000000000

Address

Country*

Australia

4. Copy the generated code to connect to your Microsoft tenancy.

NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Veeam Data Cloud for Microsoft 365
(-]

Organisation Detals Connect to Microsoft 365 License Modsi Backup Finish

(® Automatically connect Yeeam Data Cloud to your M36S tenancy
@ You nesd to use a M365 Global Admin account for this step

Plaase do the following

1. Copy this code

nal: Select the service you want to prot

4, Once successful close the browser tab (which wil ref

Pleass ensure you have followed the steps a

© Nood help? Click hers for a guidsd walldhrough.

©) Marwaily connect Vo Data Clou to yaur W335 tanoncy

5. Click the https://microsoft.com/devicelogin link and paste or enter the code that you copied. Then click
Next.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

B® Microsoft

Enter code

Enter the code displayed on your app or device.
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6. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

B8 Microsoft

Pick an account

You’re signing in to on
another device located in Australia. If this isn’t you,
close this page.

[

—I— Use another account

Signed in

Back

7. Click Continue and close the window.

2" Microsoft

Are you trying to sign in to
2

Only continue if you downloaded the app from a
store or website that you trust.

Cancel Continue
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8. Return to Veeam Data Cloud and click Connect.
9. Add users to the backup schedule. To do this, do either of the following:

o Click Upload file and select a .TXT file with one email address per line. This is the best option to bulk

add users.
o Click Add User and manually assign a license to a user.

Once you have added the necessary users, click Next.

Veeam Data Cloud for Microsoft 365
]

stion Details onnect to Microsoft 365 License Mode!
Veeam Data Cloud successfully connected to your M366 tenancy.

@ Licence model: Fixed (fixed number of licenses)
Fixed bill every month. Note: Only related Teams and SharePoint sites will be backed up and new M385 users will not automatically be backed up.

Number of licences: 1 /'

Adld Usar

Al Users =

-

Select M365 Users to Protect

Consumes

Name Emal Groups "
Licence

No dota

Rows per page:  30rows

o Micro Backup

chup button below te stert protecting your Microsoft 365 data,

Notes If you want te back up Microsoft Teams Chats, please follew the steps In this article

You can adjust backup settings later after the onboarding process is completed. To learn more, see Editing

Flex Backup Policies.
1. Click Finish toenter the app.

Veeam Data Cloud for Microsoft 365

Organisation Details Micrasoft 365 cense Mode

Vesam Data Cloud has begun your first backup. This might take o while, we'll smail you when Its complete!
essfully, it will be available

licking the Finish button below. Monitar progress by elicking on the Backup menu option. After the backup job completes succ
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Viewing Dashboard

The Veeam Data Cloud for Microsoft 365 dashboard contains built-in widgets that provide information on the
state of your backups, users and licenses, as well as shortcuts to explore your backed-up data and an overview
of user activity.

Accessing Dashboard

To access the Veeam Data Cloud for Microsoft 365 dashboard for the first time:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. Complete the onboarding steps outlined in Self-Service Onboarding.
After that, the dashboard is the landing page every time you log in.

TIP

To return to the dashboard from a different page, click Dashboard inthe main menu.

Required Permissions

To view the full dashboard display, users must have permissions assigned to their role. The required permissions
are the following:

o View Backup Jobs. Required to view the Backup Status, Backup Users, and Backup Retention widgets.

View M365 License Information. Required to view the M365 License Activity, VDC Licenses, and M365
Storage Use (GB) widgets.

o View/Restore Outlook. Required to view the Outlook backups shortcut.

e View/Restore OneDrive. Required to view the OneDrive backups shortcut.

o View/Restore SharePoint. Required to view the SharePoint backups shortcut.

o View/Restore Teams. Required to view the Teams backups shortcut.

e View Veeam Data Cloud User Activity. Required to view the Recent User Activity overview.
To grant the required permissions to the role assigned to a user, do the following:

1. Log in to Veeam Data Cloud with an administrator account.

2. In the main menu, click Settings.

3. Inthe Rolespage, find the role you want to edit and toggle on the required permissions.

4. Click Save changes.

Dashboard Widgets

There are 6 widgets available on the dashboard:

e The Backup Status widget provides information about the date, time and status of your last backup. You
can also see the total count of restore points from the last 6 months with data and the total storage used
by all your backups each month.
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e The Backup Users widget provides information about the total humber of Microsoft 365 user accounts in
your organization and whether they are protected or unprotected. Protected user accounts are accounts
whose datawas backed up at least once.

If your organization has Microsoft Backup Storage (MBS) enabled, the widget will also contain information
about the number of Flex, Express and Premium accounts as part of the protected users.

e The Backup Retentionwidget provides information about your configured backup retention period and the
dates of the current and oldest restore points.

e The M365 License Activity widget provides information about active and inactive users from your
Microsoft 365 tenancy in the last 7, 30or 90 days. Active and inactive users both consume Microsoft 365
licenses, however, inactive users are users who have not used any Microsoft 365 apps during the specified
period. You can also click View Inactive Accounts tosee and export a list of inactive users.

e The VDC Licenses widget provides information about the number of accounts that are protected or
unprotected and the number of accounts that either require or do not require a Veeam Data Cloud license.

o Protected. The total number of accounts whose data was backed up at least once.
o Licensed. The total number of Veeam Data Cloud licenses consumed.

If your organization has Microsoft Backup Storage (MBS) enabled, the widget will also contain
information about the number of Flex, Expressand Premium licenses.

o Mo license required. The total number of protected accounts that do not consume Veeam Data
Cloud licenses.

o Unprotected. The total number of accounts whose datawas not backed up.

NOTE

If shared mailboxes and resource, group and public folder mailboxes have a Microsoft 365 license
assigned, then they will consume a Veeam Data Cloud for Microsoft 365 license. They will be added
to the number of protected and licensed accounts in the VDC Licenses widget. These objects are not
counted as users so the numbers may differ between widgets. For example, you have 25 active
Microsoft 365 user accounts in the M365 License Activity widget. These user accounts are protected
and consume Veeam Data Cloud for Microsoft 365 licenses. You also have a shared mailbox with a
Microsoft 365 license, so the number of protected and licensed accounts in the VDC Licenses widget
is 26.

You can click Manage Licenses tomanage your licenses. For more details, see Viewing License Model
Details.
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e The M365 Storage Use (GB) widget provides information about the top 5 highest storage users and the
total size of used Microsoft 365 storage which includes the total storage of mailboxes, OneDrive for

Business and SharePoint.

Backup Status

Last Backup 21/08/2024 3:23:24 PM

Status Succeadad with Warnings

Restore Points (N) 403

Storage Use (GB)

-

0

- I I I

. —
o

M365 Licence Activity soae: -

10 Active 2 Inactive
s

& SharePoint

o Teoms

1 Notif

Settings

7 Suppart

My Profile

Backups Shortcuts

Backup Users

Protected Accounts 47

Proportion of protected accounts

VDC Licences

47 Protected
10 37

Licenced No licence required

0 Unprotected

Manage Licences

Backup Retention

Target 7 Years
Current 4 Months 11 Days

Oldest Retention

12/04/2024
Point

Progress towards target retention

5.16%

M365 Storage Use (GB)

504.44GB

Highest Storage Users

Veeam Data Cloud for Microsoft 365 allows you to explore your backups directly from the dashboard. To do this,
click on a shortcut, and you will be able to view and restore your Outlook, OneDrive, SharePoint, and Teams
backed-up data. For more information, see Performing Restore.

Veeam Data Cloud

&8 Outlook

& SharePoint

Recent User Activity C

Chooss from the options below if you wish to xplore your backup:

@ OneDrive

Ei Teams

User Action Object

John.smith@ COMPANY ONMICROSOFT.COM Create Restore Session OneDrive
John.smith@ COMPANY ONMICROSOFT.COM Create Restore Session OneDrive
John.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session OneDrive

1 Notifications John.smith@ COMPANY.ONMICROSOFT.CCM Create Restore Session Outlook

Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Outlook

) Support Jjohn.smith@ COMPANY.ONMICROSOFT.COM Create Restore Session Outlook
My Profile ashley jones@COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive
ashley.jones@COMPANY.ONMICROSOFT.COM  Create Restore Session OneDrive
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View Detal

Time

22/08/2024 2:24:52 AM

22/08/2024 2:24:16 AM

22/08/2024 2:23:42 AM

22/08/2024 2:23:01 AM

22/08/2024 2:22:24 AM

22/08/2024 2221:54 AM

22/08/2024 217:02 AM

22/08/2024 2:16:29 AM



Recent User Activity

In the Recent User Activity overview, you can view information about the last 10 Veeam Data Cloud for
Microsoft 365 users, the actions they took and the date and time of those actions.

\veeaor

Veeam Data C

& SharePoint

Recent User Activity C

User

john.smith@ COMPANY.ONMICROSOFT.COM
john.smith® COMPANY.ONMICROSOFT.COM
john.smith®COMPANY.ONMICROSOFT.COM
john.smith®COMPANY.ONMICROSOFT.COM
john.smith@COMPANY.ONMICROSOFT.COM
john.smith@COMPANY.ONMICROSOFT.COM
ashley jones@COMPANY.ONMICROSFT.COM
ashley jones@COMPANY.ONMICROSFT.COM
ashley jones@COMPANY.ONMICROSFT.COM

My Profile ashley jones@COMPANY.ONMICROSFT.COM

In this section you can:

Action

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

Create Restore Session

it Teams

Object
Sharepoint
OneDrive
Outlook
Sharspoint
Qutlook
Qutlook
Qutlook
OneDrive
OneDrive

OneDrive

xplore backed up data for Micros

365 Teams

Time

27/08/2024 9:54:06 AM

27/08/2024 7:4417 AM

27/08/2024 7:31:30 AM

27/08/2024 6:08:556 AM

27/08/2024 5:59:25 AM

26/08/2024 1:435:06 PM

26/08/2024 1:42:04 PM

26/08/2024 12:45:25 PM

26/08/2024 12:45:22 PM

26/08/2024 12:45:05 PM

e Click the Refresh button to refresh the view with the latest information.

View Deta

e Click View Detailfora full overview of Veeam Data Cloud for Microsoft 365 user activity. In Veeam Data

Cloud User Activity, you can:

o Filter the table by typing the name of a User or Object (Outlook, OneDrive, SharePoint, and so on).
You can also filter by selecting the Date from the calendar, and selecting an Action from the drop-

down list.

o Click on a table row to view further details about a user's activity.

o Click the Refresh button to refresh the view with the latest information.

o Click Export User Activity Logs todownload a .CSV file with user activity information. In the Export
user activities pop-up window, select the month to export and click OK. The file is downloaded to

your Downloads folder.

Veeam Data Cloud User Activity ©

User Action

john smith@COMPANY.ON om Create Restore Session

Create Restore Session Outiook
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Performing Backup

This section provides information on how to back up your data with Veeam Data Cloud for Microsoft 365.

In This Section

e Creating Flex Backup Policies

e Creating ExpressBackup Policies
e Editing Flex Backup Policies

e Editing Express Backup Policies
e Viewing Backup Logs

e Enabling Microsoft Teams Chat Backup
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Creating Flex Backup Policies

Users of the Variable License Model can create new backup policies in Veeam Data Cloud for Microsoft 365. To
create backup policies, your organization must have this option enabled and the user should have Manage
Backups permissions.

To create new backup policies, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Policies.

3. In the upper-right corner, click New Backup Policy.

4. On the Create new Backup Policy page, dothe following:
a. Select New Flex Policy (Veeam Backup Policy).
b. Click Next.

Note that the New Express Policy option is only available for organizations with an active Express or
Premium Veeam Data Cloud for Microsoft 365 plan.

5. In the Policy informationtab, specify a name, description and repository for the backup policy.
a. In the Policy namefield, specify a name of the new backup policy.

b. [Optional] In the Policy description field, provide a description for future reference.
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a. In the Repository section, use the default option. Veeam Data Cloud manages the storage.

b. Click Nextto continue.

<« Create new Backup policy for company.onmicrosoft.com

Policy information

£ Notifications

6. In the Backup Data tab, select objects to back up.

o Select Back up entire organization toback up all objects within your Microsoft organization. When the
backup policy runs, it will back up the entire content of the organization and the list of items to back
up will be automatically updated. For example, if some mailboxes were added or deleted from the
organization between backup policy runs, the backup policy will reflect those changes.

If you want to exclude specific objects from the backup policy, select the Exclude some items from
the backup check box. Then click M365 Users, Groups, Sharepoint Sites or Teams and select specific
objects to exclude.

If you selected M365 Users, you can also use the Upload file button to upload a text file with one
email address per line.

« Create new Backup policy for company.onmicrosoft.com

Backup Data

o Select Back up the following objects toback up specific objects within your Microsoft organization.
Then do the following:
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= Click M365 Users and select users to back up. You can also use the Upload file button to
upload a text file with one email address per line.

= Click Groups and select groups to back up.

= Click Sharepoint Sites and select sites to back up. If you select the root SharePoint site, the
list of sites to back up will be automatically updated when the backup policy runs. For
example, if some subsites were added or deleted between backup policy runs, the backup
policy will reflect those changes.

= C(Click Teams and select teams to back up.

= Click Partial Organization and select from the following processing options: Mailbox, Archive
Mailbox, One Drive, Sites, Teams, Teams Chats (if enabled). When a partial organization
backup policy runs, it will check the entire content of the partial organization and the list of
items to back up will be automatically updated. For example, if some mailboxes were added
or deleted from the partial organization between backup policy runs, the backup policy will
reflect those changes.

If you want to exclude specific objects from the backup policy, select the Exclude some items from
the backup check box. Then click M365 Users, Groups, Sharepoint Sites or Teams and select specific
objects to exclude.

If you selected M365 Users, you can also use the Upload file button to upload a text file with one
email address per line.

¢ Create new Backup policy for company.onmicrosoft.com
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= Click Nextto continue.
8. In the Schedule tab, specify scheduling settings for the backup policy.

a. Select the Start policy after created check box if you want to start the created policy right after you
complete working with the wizard.
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b. In the Advanced options section, you can modify the backup policy schedule. By default, the
backup policy runs daily.

< Create new Backup policy for company.onmicrosoft.com

Schedule

9. Click Createtocomplete the operation.
You can later edit the backup policy. To learn more, see Editing Flex Backup Policies.
TIP

During your initial full backup, Microsoft may be throttling your traffic due to the high load of Microsoft
Exchange data. To mitigate this, you can temporarily disable Microsoft Exchange throttling in the Microsoft

365 admin center. For detailed instructions on how to disable Microsoft throttling, see this Veeam KB
article.
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Creating Express Backup Policies

To create backup policies, your organization must have this option enabled, and the user must have Manage
Backups permissions. The Express policy option will only be enabled for users with an active Express or Premium
Veeam Data Cloud for Microsoft 365 plan.

Consider the following:
e Veeam Data Cloud for Microsoft 365 supports the following types of Express backup policies:
o Selected Items backup policy
o Entire Organization backup policy
e You can only create one Express backup policy for each application (Outlook, OneDrive or SharePoint).
To create new backup policies, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.
2. In the main menu, click Backup Policies.
3. In the upper-right corner, click New Backup Policy.

Stotus
. c

4. On the Create new Backup Policy page, do the following:
a. Select New Express Policy (Microsoft Backup Policy).

b. Click Next.

« Create new Backup Policy for company.onmicrosoft.com
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5. On the Create new Backup Policy page, dothe following:

a. Select the application whose items you want to back up: Outlook, OneDrive or SharePoint.

Keep in mind that there can only be one Express backup policy for each application type. If the backup
policy already exists when you try to create a new one, Veeam Data Cloud for Microsoft 365 will offer
you to edit the existing backup policy. Veeam Data Cloud will display the following message: You
already have a policy for Exchange/OneDrive/SharePoint. Click Next below to edit it. You can then
proceed with editing the existing backup policy.

If the existing backup policy is disabled when you try to create a new one, Veeam Data Cloud for
Microsoft 365 will instruct you to enable the existing backup policy. Veeam Data Cloud will display
the following message: Your Exchange/OneDrive/SharePoint backup policy is currently disabled. You
will need to enable it before you can edit it. Once you enable the backup policy, you can proceed with
editing it.

To learn more, see Editing Express Backup Policies.

b. Click Next.

« Create new Backup Policy for company.onmicrosoft.com
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6. In the Details section, specify a name and description of the backup policy.
a. In the Name field, specify a name for the new backup policy.

b. [Optional] In the Description field, provide a description for future reference.
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7. In the Setting section, choose Back up entire organization or Back up the following objects.

If you back up the entire organization, when the backup policy runs, it checks the entire content of the
organization and the list of items to back up are automatically updated. For example, if some mailboxes

were added or deleted from the organization between backup policy runs, the backup policy reflects those
changes.

¢ Create new Backup Policy for company.onmicrosoft.com Concel

8. [For Selected items backup policies] Inthe Setting section, click M365 Users or Groups and select specific
objects to back up.

« Create new Backup Policy for company.onmicrosoft.com Concel

9. Click Save tocomplete the operation.
TIP

During your initial full backup, Microsoft may be throttling your traffic due to the high load of Microsoft
Exchange data. To mitigate this, you can temporarily disable Microsoft Exchange throttling in the Microsoft

365 admin center. For detailed instructions on how to disable Microsoft throttling, see this Veeam KB
article.
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Editing Flex Backup Policies

Variable License Model

Users of the Variable License Model can add and remove users and objects to and from backup policies created
in Veeam Data Cloud for Microsoft 365.

Keep in mind that backup policy editing with the Fixed License Model is different. To learn more, see Fixed
License Model.

Consider the following:

e If you do not have any backups in your organization yet, you may have no access to the Backup Policies
page.

e To manage backup policies, your organization must have Manage Backups permissions.
To edit a Flex backup policy, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365.

2. Inthe main menu, click Backup Policies.

3. Inthe list of your backup policies, click the menu next to the policy you want to edit and select Edit.

4. To rename the backup policy, do the following:

a. Click the penicon and edit the name of the backup policy.
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b. Click Save tocomplete the operation.

5. [For Selected items backup policies] Inthe Edit current backup items tab, specify what objects you want
to include in the backup policy.

o To addobjects to the backup policy, do the following:

i. Inthe Add more items section, click M365 Users, Groups, Sharepoint Sites, Teams or Partial
Organization and select specific objects to backup.

If you selected M365 Users, you can also use the Upload file button to upload a text file with
one email address per line.

ii. Click Save tocomplete the operation.
o To remove objects from the backup policy, do the following:

i. Inthe Backup items section, Veeam Data Cloud for Microsoft 365 lists items that are part of the
backup policy. Select check boxes next to names of objects that you want to remove from the

backup.

ii. Click Delete tocomplete the operation.

& Backup Job 1/

Et current bockup tema £

© Add more items

Otject Tupe Precess

6. Inthe Edit current excluded backup items tab, select objects to be excluded from the backup policy.

o To exclude objects from the backup policy, do the following:
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i. Inthe Exclude more items section, click M365 Users, Groups, Sharepoint Sites or Teams and
select specific objects to exclude.

If you selected M365 Users, you can also use the Upload file button to upload a text file with
one email address per line.

ii. Click Save tocomplete the operation.
o To remove objects from exclusion from the backup policy, do the following:

i. Inthe Excluded items section, Veeam Data Cloud for Microsoft 365 lists items that are excluded
from the backup policy. Select check boxes next to names of objects that you want to remove

from exclusion.

ii. Click Delete tocomplete the operation.

& Company Backup Job

7. Inthe Schedule tab, specify scheduling settings for the backup policy.

a. Select the Modify schedule check box if you want to start the created policy right after you complete
working with the wizard.

b. In the Advanced options section, you can modify the backup policy schedule. By default, the backup
policy runs daily.

c. Click Save tocomplete the operation.

« Company Backup Job #

Schedule

Run the policy automatically: At 0:30:00 - Everyday (UTC)

Modify scheduie
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Fixed License Model

Users of the Fixed License Model can add and remove users and objects to and from backup policies created in
Veeam Data Cloud for Microsoft 365.

Keep in mind that backup policy editing with the Variable License Model is different. To learn more, see Variable
License Model.

Consider the following:

e If you do not have any backups in your organization yet, you may have no access to the Backup Policies
page.

e To edit existing backup policies, your organization must have Manage Backups permissions.
To edit a Flex backup policy, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365.

2. Inthe main menu, click Backup Policies.

3. From the list of backup policies, select a backup policy that you want to edit and click Manage backup.
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4. Follow instructions to add or remove objects within your backup policies:
o Adding Objects to Backup Policy

o Removing Groups and Users from Backup Policy

Adding Objects to Backup Policy

To add objects to a backup policy, take the following steps:
1. To add Microsoft 365 users, do the following:
a. In the M365 Usersand Groups tab of the Manage Backup Items page, click Add User.

b. In the User selection window, select check boxes next to user names to specify users to be backed up.
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c. For each user that you selected, in the Mailbox, Archive Mailbox, OneDrive, and Personal Site
columns, select what objects you want to back up.

d. Click OK to confirm your selection.

2. To add Microsoft 365 groups, do the following:
a. Inthe M365 Usersand Groups tab of the Manage Backup Items page, click Add Group.

b. In the Select Groups window, select the group you want to add.

Veeam Data Cloud searches within the cache to optimize performance. Use the Search Microsoft 365
directly (slower but includes newly created Groups) to search for objects recently added through the

Microsoft 365 admin center.

Select Groups User selection
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c. Inthe User selection window, select check boxes next to user names to specify users to be backed up.
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d. For each user that you selected, in the Mailbox, Archive Mailbox, OneDrive, and Personal Site
columns, select what objects you want to back up.

Select Groups User selection

Gearch Microsoft 355 directy (slower but Inchudes newly

created Groups) [ sslectallin page Add More Licences

Group

HName Emall
Digiribution Group - (distribution@companyanmoroeott.com)

ith  AshieySri icrosoft com

Rows perpoge:  1Orows 141

Rows per page: 10 rowe

Sancel “

e. Click OK to confirm your selection.

3. Click Next.
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4. To addSharePoint sites, do the following:

a. In the Sharepoint Sites and Teams tab, click Sharepoint Sites.

+ Manage Backup ltems
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b. In the Site selection window, use the search bar or the list of SharePoint sites to find specific sites.
Select check boxes next to names of the sites that you want to back up. If you select a root SharePoint
site, the list of sites to back up will be automatically updated when the backup policy runs. For
example, if some subsites were added or deleted between backup policy runs, the backup policy will
reflect those changes.

c. Click OK to confirm your selection.
5. To addteams, do the following:

a. In the Sharepoint Sites and Teams tab, click Teams.

+ Manage Backup ltems
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b. In the Team selection window, use the search bar or the list of teams to find specific Microsoft 365
teams. Select check boxes next to names of teams that you want to back up.

Veeam Data Cloud searches within the cache to optimize performance. Use the Search Microsoft 365
directly (slower but includes newly created Groups) tosearch for objects recently added through the
Microsoft 365 admin center.

c. Click OK to confirm your selection.
6. Click Start backup tofinish the operation.

« Manage Backup ltems
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Removing Groups and Users from Backup Policy

To remove Microsoft 365 users from a backup policy, do the following:

1. Navigate to the M365 Users and Groups tab.
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2. Inthe M365 Users window, select check boxes next to user names of users that you want to remove from
the backup policy.
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3. Click Delete tocomplete the operation.
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To remove Microsoft 365 groups from a backup policy, do the following:

1. Navigate to the M365 Users and Groups tab.

<« Manage Backup ltems
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2. Inthe M365 Groups window, click the bin icon on the right to remove a group from the backup.

Thiz action will delets the group distribution@company onmicroeott.com and remove
the group from all backup jobs.

3. Click Delete tocomplete the operation.
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Editing Express Backup Policies

Users of the Variable License Model can add and remove users and objects to and from backup policies created
in Veeam Data Cloud for Microsoft 365.

Consider the following:

If you do not have any backups in your organization yet, you may have no access to the Backup Policies
page.

To manage backup policies, your organization must have Manage Backups permissions.
Veeam Data Cloud for Microsoft 365 supports the following types of Express backup policies:
o Entire Organization backup policy
o Selected Items backup policy

If you back up the entire organization, when the backup policy runs, it checks the entire content of the
organization and the list of items to back up are automatically updated. For example, if some mailboxes
were added or deleted from the organization between backup policy runs, the backup policy reflects those
changes. For this reason, you cannot edit items in an entire organization backup policy. You can only edit
the name and description of the backup policy. If you want to be able to add or remove items, you must
delete the entire organization backup policy and create a selected items backup policy.

In contrast, a selected items backup policy only backs up the items you specify. New items are not
automatically added between backup policy runs. You need to keep track of what you want to back up and
edit the list of objects added to such policies. You can also edit the name and description of the backup

policy.

To edit an Express backup policy, do the following:

1.

2.
3.

Log in to Veeam Data Cloud for Microsoft 365.
In the main menu, click Backup Policies.

In the list of your backup policies, click the menu next to the policy you want to edit and select Edit.

New Bachup Peiicy

Nama ™ Bockup Tyne o Type Enasles  Lost Run Last status st Run Averoge Prozess Time

4. Edit the name and the description of the backup policy.

5.

For selected items backup policy, follow instructions to add or remove objects within your backup policies:
o Adding Objects to Express Backup Policies

o Removing Objects from Express Backup Policies
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Adding Objects to Express Backup Policy

To add objects to an express backup policy, take the following steps:

1. In the Setting items to back up section, do the following:

a. [For Outlook and OneDrive express backup policies] Click M365 Users or Groups and select objects to
be backed up.

< Edit Express Outlook Backup Policy BEl -

w9 povcy 1o Entire Orpanizatian. you st et 1 Selected N Lok Polcy and create 3 new bcd

b. [For SharePoint express backup policies] Click Sharepoint Sites and select objects to be backed up. If
you select a root SharePoint site, the list of sites to back up will be automatically updated when the

backup policy runs. For example, if some subsites were added or deleted between backup policy runs,
the backup policy will reflect those changes.

+ Edit Express SharePoint Backup Policy “ Cances
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2. Click Save tocomplete the operation.

Removing Objects from Express Backup Policies

To remove objects from an express backup policy, take the following steps:

1. In the Setting items to back up section, select check boxes next to objects to specify what to remove from
the backup.

2. Click Delete tocomplete the operation.
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Viewing Backup Logs

Veeam Data Cloud for Microsoft 365 allows you to view and download backup logs with information about your
backup policies status, log messagesand timestamps.

NOTE
When checking your backup logs you may see a similar warning:

Processing site <Name> (<SharePoint Address>) finished with warning: Failed to backup item: <I/tem that
could not be backed up>, Item may have a virus reported by the virus scanner plug -in.

Microsoft has its own virus scanner for files that are uploaded to SharePoint, OneDrive and Teams and has
determined that the file in question contains a virus. To learn more about the Microsoft virus scanner, see
this Microsoft article.

To view backup logs, do the following:

1.

2.

In the main menu, click Backup Policies.

If you have more than one backup policy, click the name of the policy under the Name field in the table.

Veeam Data Cloud will display the list of backup sessions in the Backup Sessions section of the Backup
Policies page. Backup sessions will be listed in descending order from the most recent to the oldest.

Click the View logs button with an eye symbol in the Actions column next to the backup session whose
logs you want to view. The Session logs drawer will appear on the right side of the screen.

TIP

You can also download session logs to your computer. To do this, click the Download logs button in

the Actions column. Veeam Data Cloud will export the logs to a .CSV file.
In the Session Logs box, you can select which statuses you want to see by clicking on the All statuses drop-
down menu. You can select to see Running, Success, Warning, or Error messages only.

You can also filter session log records based on the text of a session log message. To do this, enter the
text you want to find in the session log and press [Enter].

To choose whether to see logs in local time or UTC, toggle the Local time switch.

If you want to see timestamps on the logs, select the Show timestamps check box.
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7. If you want to create a local copy of the logs, you can export the logs to a .CSV file. To do this, click Export
to CSV.

Session logs
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Enabling Microsoft Teams Chat Backup

To create Microsoft Teams chat backups, Veeam Data Cloud for Microsoft 365 needs access to Microsoft Teams
Export APIls. You must authorize Veeam Data Cloud for Microsoft 365 to use the required APls. Microsoft Teams

groups, channels, and metadata are protected regardless of whether you enable Microsoft Teams chat backup or
not.

Before You Begin

Before you configure the Microsoft Teams chat backup, consider the following:

e Backup of team chats using Microsoft Teams Export APIs is limited to backup of public channel posts.

e Microsoft Teams service is not supported for organizations in Microsoft Azure China and legacy Microsoft
Azure Germany regions. For more information about Azure Germany, see this Microsoft article.

e Backup of team chats using Microsoft Teams Export APIs is not supported for Microsoft 365 organizations
in Microsoft Azure China, legacy Germany, US Government GCC and US Government GCC High regions.

e You must have an active Microsoft Azure subscription (pay-as-you-go (PAYG) or cloud solution provider
(CSP) monthly subscription). If you do not have an active subscription, create one as Microsoft invoices
directly to your Microsoft Azure subscription. The cost to back up chats in Teams is calculated on a per
tenant / per message basis, relative to the license model. With Veeam Data Cloud for Microsoft 365
supporting Model B, refer to the costs outlined in this Microsoft article. To estimate costs, you can also
analyze Usage Reports in Microsoft 365 admin center.

Veeam Data Cloud costs will remain the same, as it won't charge any additional cost.

Authorizing Access to Microsoft Teams Export APIs

To allow Veeam Data Cloud for Microsoft 365 to access Microsoft Teams Export APIs, do the following:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

2. In the main menu, click Settings.

w

In the Settings menu, click System.

»

On the System page, openthe Microsoft 365 tab.
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5. In the Teams Backup section, select Set up Teams Chats.

Settings System

Foles
Microsoft 365
Admin Users

Billing
Teams Backups
> Backup Policies s
Pt Crganisation Detalls Set up Teams Chats Click here to set up Teams Chats
) Reports ?
Microsoft Backup Storage
Yes
44 Outiook Exp itus Active
OneDri Deactivate
Add a Second App Registration
Authorise Adding a second app registration may speed up your first SharePoint Backup
Reauthorise Veeam Data Cloud
1 Notifications
o~ Click here to reauthorise Veeam Data Cloud into your M365 account, you will need access to an M365 account with global admin permissions
@ settings eautheries on you sation
.} Support
Please note once a new certificata has been added you will need to walt for approximately 20 minutes before you will be able to run a backup. explore your backups or

restore

Settings < Set up Teams chat
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p Microsoft Teams Chats

> Backup Policies s
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Search

Qutlook
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r Settings

b Support

D My Profile

7. Authorize Veeam Data Cloud for Microsoft 365 to access requested APls:
a. Click Copy code tocopy the authorization code.
b. Follow the https://microsoft.com/devicelogin link.

c. Paste the authorization code in a new tab that opens in your browser.
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d. Select a Microsoft 365 Global Admin account to finish the next step.

Settings < Set up Teams chat

Foles o

Admin Users
. @ You need to use a M365 Global Admin account for this step
Biling
Please do the following:
> Backup Policies G 1. Copy the code below.
2 Reports Organisaticn Detalls NBBHIECE c

aste the code

eturn yo s screen). Then click “Mext” below to continue.
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.} Support

8. Select whether you want to enable the Microsoft Teams chat backup option automatically or manually.
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Performing Restore

This section provides information on how to restore your data with Veeam Data Cloud for Microsoft 365.

Veeam Data Cloud for Microsoft 365 offers two data restore methods depending on the subscription plan:

e Flex Restore. This restore method is available to users of the Flex and Premium plans. The method is
intended for flexible restore of the specified data — you can define where and how to restore your data.

e Express Full Restore. This restore method is available to users of the Expressand Premium plans. The
method is intended for quick restore of the specified data to its original location — you cannot change the
restore settings, and Veeam Data Cloud replaces data in the original location with the data from the
backup.

For more information on Veeam Data Cloud for Microsoft 365 plans, see Plans.

NOTE
Consider the following:

e Data restore methods apply to Microsoft Outlook mailboxes, entire Microsoft OneDrives and
Microsoft SharePoint sites. For other types of Outlook, OneDrive and SharePoint objects, you do not
need to select the restore method.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium plans only.
Users can restore Teams data flexibly and do not need to select the restore method.

e Smaller restores may be quicker with Flex, benefits of Express are best realised with large restores.

In This Section

e Restoring Microsoft Outlook Data

e Restoring Microsoft OneDrive Data
e Restoring Microsoft SharePoint Data
e Restoring Microsoft Teams Data

e Performing Bulk Restore

e Obtaining Downloaded Items

e Performing Self-Service Restore
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Restoring Microsoft Outlook Data

This section provides information on how to restore Microsoft Outlook data with Veeam Data Cloud for
Microsoft 365.

In This Section

e Restoring Outlook Mailboxes
e Restoring Outlook Folders

e Restoring Outlook Items

e Viewing Outlook Emails

e Comparing Outlook Emails with Production
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Restoring Outlook Mailboxes

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of Microsoft Outlook mailboxes: Flex
Restore and Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about
plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire Microsoft Outlook mailbox from the backup:
1. In the main menu, click Outlook.
NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups

page.

2. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select
another restore point, in the Explore Outlook Backup as at field, click the calendar icon and select the date

and time when the necessary restore point was created.
3. On the Outlook Backups page, select the mailbox you want to restore.
4. Click Restore Selected Mailbox.

& Outlook Backups

Explore Outlook Backup as at [} M Include items deleted by user

) Restore Selected Mallbox

B Organizatiotion (13/08/2024 7:46:45 AM)

5. In the Restore Mailbox window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore the mailbox. You can select one of the
following options:

o Original Location. Select this option if you want to restore the mailbox to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.
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o Other users mailbox. Select this option if you want to restore the mailbox to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the mailbox content to your computer.
Use this option for mailboxes whose size does not exceed 1GB. Veeam Data Cloud will save the
mailbox content to a .PST file.

o Download in background. Select this option if you want to download the mailbox content to your
computer. Use this option for mailboxes whose size exceeds 1 GB or if the download process takes
more than 3.5 minutes. Veeam Data Cloud will save the mailbox content to a .PST file. For more
information on how to get the downloaded data, see Obtaining Downloaded Items.

7. [For restore to the original location or another mailbox] By default, when you restore a mailbox, Veeam
Data Cloud restores the entire content of the mailbox from the backup. If you want to change the restore
options, do the following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe Flag restoreditems section, select the Mark restored as unread check box if you want to mark
each restored item as unread.
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8.

d. In the Exclude the following mailbox folders section, select check boxes next to the folders that you
do not want to restore from the backup: Drafts, Deleted Items, In-Place Hold Items or Litigation Hold
/tems.

Start the restore process:
o Click Restoreif you chose to restore data to the original location or another mailbox.

o Click Download if you chose to download datato the local computer or download data in the
background.

Express Full Restore

To restore an entire Microsoft Outlook mailbox from the backup:

1.

4.

In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

On the Outlook Backups page, select the mailbox you want to restore.

Click Restore Selected Mailbox.
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In the Restore Mailbox window, in the Choose Restore Method section, select Express Full Restore to
quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the
original location with the data from the backup.
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5. In the Choose Restore Option section, select the restore point from which you want to restore the
mailbox. You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.

o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use fast restore points check box if you want to select from the fastest available restore points
created by Express backup policies.
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6. Click Express Full Restore tostart the restore process.
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Restoring Outlook Folders

To restore a specific folder within a mailbox:
1. In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, expand the mailbox and select the folder you want to restore.
3. Click Restore Selected Folder.
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4. In the Restore Mailbox Folder window, check the name of the mailbox and folder you want to restore, and
the time when the backup that contains the folder was created.

5. In the Restore tosection, select where to restore the folder. You can select one of the following options:
o Original Location. Select this option if you want to restore the folder to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.

o Other users mailbox. Select this option if you want to restore the folder to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the folder content to your computer. Use
this option for folders whose size does not exceed 1 GB. Veeam Data Cloud will save the folder
content to a .PST file.
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o Download in background. Select this option if you want to download the folder content to your
computer. Use this option for folders whose size exceeds 1 GB or if the download process takes more
than 3.5 minutes. Veeam Data Cloud will save the folder content to a .PST file. For more information

on how to get the downloaded data, see Obtaining Downloaded Items.

6. [For restore to the original location or another mailbox] If you want to specify advanced restore options,
do the following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe Flag restoreditems section, select the Mark restored as unread check box if you want to mark
each restored item as unread.

7. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another mailbox.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring Outlook Items

To restore a specific item within a folder of a mailbox:

1. In the main menu, click Outlook.

NOTE

If your organization does not have any backups, you may not have access to the Outlook Backups
page.

2. On the Outlook Backups page, expand the mailbox that contains the folder with the item you want to
restore.

3. Select the folder that contains the item you want to restore.

4. Select the necessary email in the list of items. To select multiple emails, press and hold the [Ctrl] keyon
the keyboard.

5. Click Restore Selected Item.
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6. In the Restore Mailbox Item window, check the name of the item you want to restore and the time when
the backup that contains the item was created.

7. In the Restore tosection, select where to restore the item. You can select one of the following options:
o Original Location. Select this option if you want to restore the item to its original location.

If you select this option, you can use the Advanced options toggle to display more options. For
details, see the next step of the procedure.

o Other users mailbox. Select this option if you want to restore the item to another mailbox.

If you select this option, in the Mailbox and Folder fields specify the address of the target mailbox and
the target mailbox folder. You can also click Advanced options todisplay more options. For details,
see the next step of the procedure.

o Local computer. Select this option if you want to download the item to your computer. Use this
option for items whose total size does not exceed 1 GB. Veeam Data Cloud will save the item to an
.MSG file. If you selected multiple items, Veeam Data Cloud will save them to a .PST file.
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o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the item to an.MSG file. If you selected multiple items, Veeam
Data Cloud will save them to a .PST file. For more information on how to get the downloaded data,
see Obtaining Downloaded Items.

8. If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:
i. Select the Changed items check box if you want to restore items that have been changed.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe Flag restoreditems section, select the Mark restored as unread check box if you want to mark
each restored item as unread.

9. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another mailbox.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Viewing Outlook Emails

To view a single email within a specific folder of a mailbox:
1. In the main menu, click Outlook.

NOTE
If your organization does not have any backups, you may not have access to the Outlook Backups
page.
2. On the Outlook Backups page, expand the mailbox that contains the folder with the email you want to
view.
3. Select the folder that contains the email you want to view.

4. Click the subject of the email you want to view. Alternatively, you can click the eye icon to view the email.
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5. The email contents will open in a new frame. The following information is displayed:
o Sent—date and time when the email was sent.
o Sender—sender of the email.

Receiver —receiver of the email.

o

o CC —contacts to whom a copy of the email was sent.

Subject — subject of the email.

O
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o Body —body of the email.

The new Team group is ready

Sent 16/06/2024 12.57:46 PM
Sender Team
Recsiver John Smith
cc
The new Team greup is ready

Body

Welcome to the Team group.

Use the group 1o share ideas, flles and importznt dates.

= 2

Start a conversation Add to the team site
Read group comversationsor  Start sharing and
v collaborating on content in
ShareFoint.

hare files Connect your apps
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Comparing Outlook Emails with Production

Veeam Data Cloud for Microsoft 365 lets you compare backed-up Microsoft Outlook emails to their versions in
the production environment. This operation may help you identify the necessary email and decide whether to
restore it from the backup.

To compare an email with the production environment:

1. In the main menu, click Outlook.

NOTE
If your organization does not have any backups, you may not have access to the Outlook Backups
page.
2. On the Outlook Backups page, expand the mailbox that contains the folder with the email you want to
compare.
3. Select the folder that contains the email you want to compare.
4. Select the necessary email in the list of items.

5. Click Compare with production.
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6. In the displayed window, compare properties of the email between the backup and production
environment. Use the following table columns:

o Name — name of the email property.
o Backup — property value for the email in the backup.

o Production — property value for the email in the production environment.
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7.

Subject: The new Team group is ready

John Smith

Attachments

View Body

If you want to compare the email message body, click View Body.

Welcome to the Team group.

Use the group to share ideas, files, and important dates.

= | undefined

Start a conversation Add to the team site

Share files Connect your apps

t, and share all Connect apps like Twittes
fuding email rent

Once you have completed comparing the backed-up email with the
compare window.
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Restoring Microsoft OneDrive Data

This section provides information on how to restore Microsoft OneDrive data with Veeam Data Cloud for

Microsoft 365.

In This Section

e Restoring Entire OneDrive
e Restoring OneDrive Folders

e Restoring OneDrive Documents

82| Veeam Data Cloud for Microsoft 365 | User Guide



Restoring Entire OneDrive

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of entire OneDrive: Flex Restore and
Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about
plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire OneDrive from the backup:
1. In the main menu, click OneDrive.
2. On the OneDrive Backups page, select the user whose OneDrive you want to restore.

3. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select
another restore point, in the Explore OneDrive Backup as at field, click the calendar icon and select the
date and time when the necessary restore point was created.

4. Click Restore Selected OneDrive.
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5. In the Restore OneDrive window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore OneDrive. You can select one of the
following options:

o Original Location. Select this option if you want to restore OneDrive to its original location.

o Other users OneDrive. Select this option if you want to restore OneDrive to OneDrive of another
Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.
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ii. Inthe Restore tofield, type the name of the folder where to restore OneDrive. Veeam Data
Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive content to your computer.
Use this option for OneDrive whose size does not exceed 1 GB. Veeam Data Cloud will save the
OneDrive content to a .ZIP file.

o Download in background. Select this option if you want to download the OneDrive content to your
computer. Use this option for OneDrive whose size exceeds 1 GB or if the download process takes
more than 3.5 minutes. Veeam Data Cloud will save the OneDrive content to a .ZIP file. For more
information on how to get the downloaded data, see Obtaining Downloaded Items.

@ Dostination Folder: dbWillam Fox/Restored

» o

7. [For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.
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d. In the Additional options section, select the Restore shared access check box if you want to restore
shared access permissions of the restored OneDrive content.

8. Start the restore process:

o Click Restoreif you chose to restore data to the original location or another user account.

o Click Download if you chose to download data to the local computer or download data in the

background.

Express Full Restore

To restore an entire OneDrive from the backup:

1.

In the main menu, click OneDrive.

2. On the OneDrive Backups page, selectthe user whose OneDrive you want to restore.

3. Click Restore Selected OneDrive.
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In the Restore OneDrive window, in the Choose Restore Method section, select Express Full Restore to
quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the
original location with the datafrom the backup.

In the Choose Restore Option section, select the restore point from which you want to restore OneDrive.

You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.
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o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use fast restore points check box if you want to select from the fastest available restore points
created by Express backup policies.
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6. Click Express Full Restore tostart the restore process.
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Restoring OneDrive Folders

To restore a specific OneDrive folder from the backup:
1. In the main menu, click OneDrive.
2. On the OneDrive Backups page, expand the user whose OneDrive folder want to restore.

3. Select the OneDrive folder you want to restore. To select multiple folders, press and hold the [Ctrl] keyon
the keyboard.

4. Click Restore Selected Folder.
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5. In the Restore OneDrive Folder window, check the name of the user account and OneDrive folder you
want to restore, and the time when the backup that contains the folder was created.

6. In the Restore tosection, select where to restore the OneDrive folder. You can select one of the following
options:

o Original Location. Select this option if you want to restore the OneDrive folder to its original location.

o Other users OneDrive. Select this option if you want to restore the OneDrive folder to OneDrive of
another Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.

i. Inthe Restore tofield, type the name of the folder where to restore the OneDrive folder. Veeam
Data Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive folder to your computer.

Use this option for OneDrive folders whose size does not exceed 1 GB. Veeam Data Cloud will save the
OneDrive folder to a .ZIP file.
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o Download in background. Select this option if you want to download the OneDrive folder to your
computer. Use this option for OneDrive folders whose size exceeds 1GB or if the download process
takes more than 3.5 minutes. Veeam Data Cloud will save the OneDrive folder to a .ZIP file. For more
information on how to get the downloaded data, see Obtaining Downloaded Items.

7. [For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge.Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, select the Restore shared access check box if you want to restore
shared access permissions of the restored OneDrive content.
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8. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another user account.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring OneDrive Documents

To restore a specific OneDrive document from the backup:
1. In the main menu, click OneDrive.
2. On the OneDrive Backups page, expand the user whose document you want to restore.
3. Select the folder that contains the document you want to restore.

4. Select the necessary document in the list of items. To select multiple documents, press and hold the [Ctrl]
key on the keyboard.

5. Click Restore Selected Document.
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6. Inthe Restore OneDrive Document window, check the name of the user account, folder and document you
want to restore, and the time when the backup that contains the document was created.

7. In the Restore tosection, select where to restore the OneDrive document. You can select one of the
following options:

o Original Location. Select this option if you want to restore the OneDrive document to its original
location.

o Other users OneDrive. Select this option if you want to restore the OneDrive document to OneDrive of
another Microsoft 365 user.

If you select this option, do the following:

i. Inthe M365 Account field, click Change and select the necessary user account in the User
selection window.

i. Inthe Restore tofield, type the name of the folder where to restore the OneDrive document.
Veeam Data Cloud will display the resulting path to the restore destination.

You can also use the Advanced options toggle to display more options. For details, see the next step
of the procedure.

o Local computer. Select this option if you want to download the OneDrive document to your computer.

Use this option for OneDrive documents whose size does not exceed 1 GB. Veeam Data Cloud will save
the OneDrive document to a .ZIP file.

90 | Veeam Data Cloud for Microsoft 365 | User Guide



o Download in background. Select this option if you want to download the OneDrive document to your
computer. Use this option for OneDrive documents whose size exceeds 1GB or if the download
process takes more than 3.5 minutes. Veeam Data Cloud will save the OneDrive document to a .ZIP
file. For more information on how to get the downloaded data, see Obtaining Downloaded Items.

8. [For restore to OneDrive of another user account] If you want to specify advanced restore options, do the
following:

a. Click Advanced options.

b. In the History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge.Select this option to merge the latest version of items in the backup into items in the
production environment.

9. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another user account.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring Microsoft SharePoint Data

This section provides information on how to restore Microsoft SharePoint data with Veeam Data Cloud for
Microsoft 365.

In This Section

e Restoring SharePoint Sites
e Restoring SharePoint Folders
e Restoring SharePoint Libraries

e Restoring SharePoint Items
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Restoring SharePoint Sites

Veeam Data Cloud for Microsoft 365 offers 2 restore methods for restore of SharePoint sites: Flex Restore and
Express Full Restore.

The restore method options available to you depend on what backup policy type covers the Microsoft 365 user
whose datayou restore. The backup policy type defines the plan of the backed -up user. To learn more about
plans in Veeam Data Cloud for Microsoft 365, see Plans.

Flex Restore

To restore an entire SharePoint site from the backup:

1. In the main menu, click SharePoint.

NOTE
If your organization does not have any backups, you may not have access to the SharePaint page.
2. By default, Veeam Data Cloud uses the latest available restore point for data restore. If you want to select

another restore point, in the Explore SharePoint Backup as at field, click the calendar icon and select the
date and time when the necessary restore point was created.

3. On the SharePoint page, select the site that you want to restore.

4. Click Restore Selected Site.
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5. In the Restore SharePoint Site window, in the Choose Restore Method section, select Flex Restore.

6. Inthe Choose Restore Location section, select where to restore the site. You can select one of the
following options:

o The following site alias. Select this option if you want to restore the site content to another site
within the same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

o Original Location. Select this option if you want to restore the site to its original location.
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NOTE

Options to download SharePoint sites are unavailable.

2 Choows Restors Losation

o

7. If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. In the History restore options section, select the Restore only the latest version check box if you want

to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, do the following:

i. Select the Restore permissions check box if you want to restore permissions of the document
libraries and lists within the restored site. If you do not select this option, permissions for
document libraries and lists that exist in the target location will be preserved. Permissions for
document libraries and lists that do not exist in the target location will be inherited from their
parent objects.

ii. Select the Restore List Views check box if you want to restore list views of the restored site.
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iii. Select the Restore Subsites check box if you want to restore subsites of the restored site.

Restore SharePoint Site

8. Click Restoretostart the restore process.

Express Full Restore

To restore an entire SharePoint site from the backup:

1.

In the main menu, click SharePoint.

NOTE

If your organization does not have any backups, you may not have access to the SharePoint page.

2. On the SharePoint page, select the site that you want to restore.

3. Click Restore Selected Site.

@ SharePoint

Explore backups o3 ot &)

In the Restore SharePoint Site window, in the Choose Restore Method section, select Express Full Restore
to quickly restore the specified data to its original location. Veeam Data Cloud will replace datain the

original location with the data from the backup.

In the Choose Restore Option section, select the restore point from which you want to restore the site.
You can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.
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o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use fast restore points check box if you want to select from the fastest available restore points
created by Express backup policies.

6. Click Express Full Restore tostart the restore process.
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Restoring SharePoint Folders

To restore a SharePoint folder from the backup:
1. In the main menu, click SharePoint.
NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, expand the SharePoint site and library that contains the folder you want to
restore. To select multiple folders, press and hold the [Ctrl] key on the keyboard.
3. Select the SharePoint folder you want to restore.

4. Click Restore Selected Item.

\vesam % SharePoint

Explore backups as at ) B Inclide items deleted by user
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Site Pages

5. In the Restore SharePoint Content window, check the name of the folder you want to restore and the time
when the backup that contains the folder was created.

6. In the Restore tosection, select where to restore the SharePoint folder. You can select one of the
following options:

o The following site alias. Select this option if you want to restore the folder to another site within the
same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

You can click Advanced options todisplay more options. For details, see the next step of the
procedure.

o Original Location. Select this option if you want to restore the folder to its original location.
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NOTE

Options to download SharePoint folders are unavailable.

7. [For restore to another site] If you want to specify advanced restore options, do the following:

a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. In the History restore options section, select the Restore only the latest version check box if you want

to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

8. Click Restoretostart the restore process.
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Restoring SharePoint Libraries

To restore a SharePoint library from the backup:

1. In the main menu, click SharePoint.

NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, expand the SharePoint site that contains the library you want to restore.

3. Select the SharePoint library you want to restore.

4. Click Restore Selected Item.

Explore backups as at ™ B Include items deleted by user
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5. In the Restore SharePoint Content window, check the name of the library you want to restore and the time

Site Poges

Created By Creatien Time Modified By Meodification Time

System Account 10/04/2021 5:19:03 PM System Account 10/04/2021 3:19:03 PM

when the backup that contains the library was created.

6. Inthe Restore tosection, select where to restore the SharePoint library. You can select one of the

following options:

o The following site alias. Select this option if you want to restore the library to another site within the

same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the

target site.

You can click Advanced options todisplay more options. For details, see the next step of the

procedure.

o Original Location. Select this option if you want to restore the library to its original location.

o Local computer. Select this option if you want to download the library content to your computer. Use

this option for libraries whose size does not exceed 1 GB. Veeam Data Cloud will save the library

content to a .ZIP file.
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o Download in background. Select this option if you want to download the library content to your
computer. Use this option for libraries whose size exceeds 1 GB or if the download process takes more
than 3.5 minutes. Veeam Data Cloud will save the library content to a .ZIP file. For more information
on how to get the downloaded data, see Obtaining Downloaded Items.

7. [For restore to another site] If you want to specify advanced restore options, do the following:
a. Click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have been modified in the
production environment.

ii. Select the Missing items check box if you want to restore items that are missing in your target
location. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items. If you select this check box, you can select one of the
following options:

= Qverwrite. Select this option to overwrite items in the production environment with the latest
version of items in the backup.

= Merge. Select this option to merge the latest version of items in the backup into items in the
production environment.

d. In the Additional options section, select the Restore List Views check box if you want to restore list
views of the restored library.
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8. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another site.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring SharePoint Items

To restore a SharePoint item from the backup:
1. In the main menu, click SharePoint.
NOTE

If your organization does not have any backups, you may not have access to the SharePaint page.

2. On the SharePoint page, browse to the library or folder that contains the item you want to restore.

3. Select the necessary item in the list of items. To select multiple items, press and hold the [Ctrl]key on the
keyboard.

4. Click Restore Selected Item.
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5. In the Restore SharePoint Content window, check the name of the item you want to restore and the time
when the backup that contains the item was created.

6. In the Restore tosection, select where to restore the SharePoint item. You can select one of the following
options:

o The following site alias. Select this option if you want to restore the item to another site within the
same SharePoint instance.

If you select this option, type the site alias. Veeam Data Cloud will display the resulting URL of the
target site.

o Original Location. Select this option if you want to restore the item to its original location.

o Local computer. Select this option if you want to download the item to your computer. Use this
option for items whose size does not exceed 1 GB. Veeam Data Cloud will save the item to a .ZIP file.
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o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose size exceeds 1 GB or if the download process takes more than 3.5 minutes.
Veeam Data Cloud will save the item to a .ZIP file. For more information on how to get the
downloaded data, see Obtaining Downloaded Items.

7. Start the restore process:
o Click Restoreif you selected to restore data to the original location or another site.

o Click Download if you selected to download data to the local computer or download data in the
background.
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Restoring Microsoft Teams Data

This section provides information on how to restore Microsoft Teams data with Veeam Data Cloud for Microsoft
365.

In This Section

e Restoring Teams

e Restoring Channels
e Restoring Posts

e Restoring Files

e Restoring Tabs
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Restoring Teams

To restore a Microsoft Teams team:

1. In the main menu, click Teams.

NOTE
Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. Onthe Teams Backups page, selectthe team you want to restore.
3. Click Restore Selected Team.

i Teams Backups

Explore backups as at ™ B Include items deleted by user

Project Teom

S ) Restore Selected Team
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4. In the Restore Team window, check the name of the team you want to restore and the time when the
backup was created.

5. In the Restore tosection, check that the Original Location option is selected. You can restore teams to the
original location only, other restore options are unavailable.

6. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i.  Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some items were removed, and you want to restore them from the backup.

c. In the Additional options section, do the following:
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i. Select the Restore team setting check box if you want to replace the current team settings with
team settings from the backup.

ii. Select the Restore membership and their permissions check box if you want to restore
information about team members and their roles from the backup.

7. Click Restoretorestore the team according to the specified restore options.
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Restoring Channels

To restore a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. On the Teams Backups page, expand the team whose channel you want to restore and select the
necessary channel.

3. Click Restore Selected Channel.

b Teams Backups
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4. In the Restore Channel window, check the name of the team and channel you want to restore, and the
time when the backup was created.

5. In the Restore tosection, check that the Original Location option is selected. You can restore channels to
the original location only, other restore options are unavailable.

6. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites

existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some items were removed, and you want to restore them from the backup.
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7. Click Restore torestore the channel according to the specified restore options.

Restore Channel

You are abaut to restore the following Channel:
Preject Team / General
From backup as at 01/07/2024 1:58:14 AM

Restore to:

@ Original Location

Advanced options
Restore the following items
Changed items

Missing items

Local computer (download)

Downloed in background (for large bjects)
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Restoring Posts

You can use Veeam Data Cloud to restore posts of Microsoft Teams channels. The restore options differ
depending on whether you want to restore all posts of a channel or specific posts.

e All posts of a channel can be either restored to the original channel or downloaded to a local computer.

e Specific posts can be downloaded to a local computer only.

Restoring All Posts

To restore all posts of a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais availableto users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore

method.
e To beableto restore team posts, make sure that Microsoft Teams chat backup is enabled. For

details, see Enabling Microsoft Teams Chat Backup.

If team chat backup is not enabled for the organization, the backup does not contain team
posts, and no posts are available for restore when you select the Posts node on the Teams

Backups page.

2. On the Teams Backups page, expand the team whose channel posts you want to restore.
3. Expand the channel whose posts you want to restore and select Posts.

4. Click Restore Selected Posts.

@i Teams Backups
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5. In the Restore Posts window, check the name of the team and channel whose posts you want to restore,
and the time when the backup was created.

109 | Veeam Data Cloud for Microsoft 365 | User Guide



6. Inthe Restore tosection, select where to restore posts. You can select one of the following options:

o Original Location. Select this option if you want to restore posts to the original channel. Veeam Data
Cloud will create a new tab in the original channel and restore posts to this tab.

o Local computer. Select this option if you want to download posts to your computer. Use this option
for posts whose total size does not exceed 1GB. Veeam Data Cloud will save the posts to a .ZIP file.

o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the posts to a .ZIP file. For more information on how to get the
downloaded data, see Obtaining Downloaded Items.

7. Click Restore torestore the posts.

TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.

Restoring Specific Posts

To restore specific posts of a Microsoft Teams channel:
1. In the main menu, click Teams.
NOTE
If you do not have any backups in your organization, you may not have access to the Teams Backups
page.
2. On the Teams Backups page, expand the team whose channel posts you want to restore.

3. Expand the channel whose posts you want to restore and select Posts.
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4. Select the necessary post in the list of items and click Restore Selected Posts Item. Toselect multiple

posts, press and hold the [Ctrl] key on the keyboard.

@ Teams Backups
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In the Restore Post Item window, check the name of the team, channel and post you want to restore, and
the time when the backup was created.

In the Restore tosection, select where to restore posts. You can select one of the following options:

o Local computer. Select this option if you want to download posts to your computer. Use this option
for posts whose total size does not exceed 1GB. Veeam Data Cloud will save the posts to a .ZIP file.

o Download in background. Select this option if you want to download the item to your computer. Use
this option for items whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. Veeam Data Cloud will save the posts to a .ZIP file.

Click Download tostart the download process.

Restora Post Item
You are aboutte reare the fallowing Post em:
Projocs Toam / Resources./ Posta / Jahn Smith
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Restoring Files

You can use Veeam Data Cloud to restore files of Microsoft Teams channels. You can restore either all files of a
channel or specific files.

Restoring All Files

To restore all files of a Microsoft Teams channel:

1. In the main menu, click Teams.

NOTE
Consider the following:

e If your organization does not have any backups, you may not have access to the Teams

Backups page.
e Backup and restore of Microsoft Teams datais availableto users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore

method.

2. Onthe Teams Backups page, expand the team whose channel files you want to restore.

3. Expand the channel whose files you want to restore and select Files.
4. Click Restore Selected Files.

i@ Teams Backups
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5. In the Restore Files window, check the name of the team and channel whose files you want to restore, and
the time when the backup was created.

6. In the Restore tosection, select where to restore files. You can select one of the following options:
o Original Location. Select this option if you want to restore files to the original channel.

o Local computer. Select this option if you want to download files to your computer. Use this option for
files whose total size does not exceed 1 GB.
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o Download in background. Select this option if you want to download the files to your computer. Use
this option for files whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes. For more information on how to get the downloaded data, see Obtaining Downloaded Items.

7. [For restore to the original location] If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items.

8. Click Restoretorestore the files according to the specified restore options.

TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.

Restoring Specific Files

To restore specific files of a Microsoft Teams channel:
1. In the main menu, click Teams.
NOTE
If you do not have any backups in your organization, you may not have access to the Teams Backups
page.
2. On the Teams Backups page, expand the team whose channel files you want to restore.

3. Expand the channel whose files you want to restore and select Files.
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4. Select the necessary file in the list of items and click Restore Selected Files Item. Toselect multiple files,
press and hold the [Ctrl] key on the keyboard.

@i Teams Backups
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5. Inthe Restore File Item window, check the name of the team, channel and file you want to restore, and
the time when the backup was created.

6. In the Restore tosection, select where to restore files. You can select one of the following options:
o Original Location. Select this option if you want to restore files to the original channel.

o Local computer. Select this option if you want to download files to your computer. Use this option for
files whose total size does not exceed 1 GB.

o Download in background. Select this option if you want to download the files to your computer. Use
this option for files whose total size exceeds 1 GB or if the download process takes more than 3.5
minutes.

7. [For restore to the original location] If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.

ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

c. Inthe History restore options section, select the Restore only the latest version check box if you want
to restore only the latest version of items.

8. Click Restoretorestore the files according to the specified restore options.
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TIP

If you selected the Local computer or Download in background option, click Download tostart the
download process.
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Restoring Tabs

To restore a Microsoft Teams channel tab:

1. In the main menu, click Teams.

NOTE

Consider the following:

e If your organization does not have any backups, you may not have access to the Teams
Backups page.

e Backup and restore of Microsoft Teams datais available to users of the Flex and Premium
plans only. Users can restore Teams data flexibly and do not need to select the restore
method.

2. On the Teams Backups page, expand the team whose channel tab you want to restore.
3. Expand the channel whose tab you want to restore and select Other Tabs.

4. Select the necessary tab in the list of items. To select multiple tabs, press and hold the [Ctrl] key on the
keyboard.

5. Click Restore Selected Tab Item.
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6. Inthe Restore TabItem window, check the name of the team, channel and tab you want to restore, and
the time when the backup was created.

7. In the Restore tosection, check that the Original Location option is selected. You can restore channel tabs
to their original location only, other restore options are unavailable.

8. If you want to specify advanced restore options, do the following:
a. In the Restore tosection, click Advanced options.
b. In the Restore the following items section, do the following:

i. Select the Changed items check box if you want to restore items that have changed since the
time when the backup was created. When you select this option, Veeam Data Cloud overwrites
existing items in the original team.
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ii. Select the Missing items check box if you want to restore items that are missing in the original
team. For example, some of the items were removed and you want to restore them from the
backup.

9. Click Restoretorestore the channel tab according to the specified restore options.
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Performing Bulk Restore

Veeam Data Cloud for Microsoft 365 offers bulk restore for users under the Express plan. When you perform
bulk restore, Veeam Data Cloud replaces the data in the original location with the data from the backup. Bulk
restore is a quick way to restore data of multiple users, groups or sites at once in a disaster recovery scenario.

To bulk restore your items:
1. In the main menu, click Bulk Restore.
NOTE
The Bulk Restore button is only visible to users under the Express plan and with the Bulk Restore
permission assigned to their role.
2. On the Bulkrestore page, dothe following:

a. Click M365 Users and select the users to restore. For each selected user, specify whether to restore
their mailbox and OneDrive. Then click OK.

You can also use the Upload file button to upload a text file with one email address per line.

b. Click Groups and select a group to restore. For the selected group, specify whether to restore the
group members mailbox and OneDrive. Then click OK.
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c. Click Sharepoint Sites and select the sites to restore. You can click the Show only personal sites
toggle to only list personal sites.

0O0® 08000 a&aaa

3. Inthe Restore point section, select the restore point from which you want to bulk restore the items. You
can select one of the following options:

o Use the latest available restore point. If you select this option, Veeam Data Cloud will restore data
from the latest restore point of the backup.

o Use therestore point from. If you select this option, you can select the date and time when the
necessary restore point was created. Veeam Data Cloud will restore data from this restore point.

Select the Use fast restore points check box if you want to select from the fastest available restore points
created by Express backup policies.

4. Click Nextto continue with the bulk restore process.

TIP

Click Reset if you want to clear your selection and specify the bulk restore settings once again.

Bulk restore

What would you like to restore? m

& M365 Users ¥ Upload fila 3 users selected

0 groups selected

0 Sharepoint sites selected

Restore point Use fast restore points

@ Use the latest avoilable restore point

o
() Use the restore paint from:

@ Bulk Restore
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5. Review the list of the items you selected to restore and their restore points. Click Confirm tostart the bulk
restore process.

Bulk restore

Restore points

E3 Dashboard
HName Type Outlook point OneDrive point Site point
wp Policies
John Barnes User 03/08/2024 100:00 PM Nat found
Moris Ramos User 31/07/2024 1130:00 AM Not found
Helen Smith User S4/07/2024 1£30:00 AM Not restore
Peter Jones User 0A/08/2024 100:00 PM Not restore
HG subsite Site 09/08/2024 100:00 PM
Marketing Site 09/08/2024 14:30:00 PM
) SharePoint John Bornes Site Not found
Pater Jones Site Nat found

i Teams

@ Bulk Restore. m m

6. Veeam Data Cloud will displaythe Your Expressrestore has started notification. Click Notificationsin the
main menu to view the progress of the restore process.
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Obtaining Downloaded Items

When restoring Microsoft Outlook, OneDrive, SharePoint and Teams data in Veeam Data Cloud for Microsoft
365, you can use the Download in background option. You can select this option in the following scenarios:

e You want to restore items whose total size exceeds 1 GB.
e The download process takes more than 3.5 minutes.
e The download process fails.

After you select what Microsoft Outlook, OneDrive, SharePoint or Teams items to restore, select the Download
in background option, and click Download. The restore process begins in the background.

Restore Mailbox Item

You ate about ta restore the folowing fMem:
Sohn Bames / Inbax / The new group i ready
The new grous s ready
Marla Rames
John Bames
From backup os ot OVIV2024 86828 AM
Rostors to
© Original Location
© Ot users mailoox
© Local computer (download)
@ Dewnlood in background (fo large abjects)

When the download process is completed, Veeam Data Cloud displays a red dot in the Notifications mainmenu
button.

To obtain the downloaded items, do the following:

1. In the main menu, click Notifications.

@ Outlook Backup:

Explore Outlook Backup as at | 13/08/2024 7:45:45 M M) W Include items deleted by user &

i Restore Selected Folder Y
B Organization (13/08/2024 7:45:45 AM)

> Adam Smith
~  John Smith

= " st Secer Beceiver o sco Fecaned

Drafts
Deieted Items = The new Team group Is ready Team John Smith :gf::o;a ®
Archive

Notes

Qutbox

Conwersation History

Calendar

Contacts

Journal

Permanently Deleted Items

Sent ltems

Tasks

> Team

Rows per page:  10rows 1-1
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2. Click View more events inyour activity log.

Notifications x
View more events in your ity og +

@ Downlood in background (Cuticok tem)
Bovagreund dowricas s been comoieted.
tmte ago

3. Inthe Activity page, click the file name to download the restored items.

Activity ©
Operaton st Description Pastared Created Compieted Actians
oo s backopon . . File: T304B9208755_The._new._group.Js_ready ounon ovn20ne
Dommload n boclgprs (Gutcckcher) () o Expiration; OB/T/2004 253:43 P fadad 25330 PV 25346 P

Rows por page: 20 roms

4. The items are saved to your browser download location.
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Performing Self-Service Restore

This section provides information on how to restore data with Veeam Data Cloud for Microsoft 365 for self-
service users.

In This Section

e Restoring Outlook Emails

e Restoring OneDrive Files
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Restoring Outlook Emails

Veeam Data Cloud for Microsoft 365 allows self-service users to restore Microsoft Outlook emails. This
operation may be helpful, for example, if an email was accidentally deleted.

NOTE

Self-service users can only restore individual emails. To restore multiple emails at once, a mailbox folder or
an entire mailbox, contact your IT team who will be able to assist.

To restore Outlook emails:

1.
2.

In Microsoft Outlook, check your Inbox folder to see if you can locate the email.

If you cannot find an email in your Inbox folder, check your Deleted Items folder to see if you can locate
the email.

If the email is not in your Deleted Items folder, try to recover deleted items. To do this, click Recover
items deleted from this folder.

Check your Recoverable Items folder to see if you can locate the email.

If you cannot locate the email in any of the previous locations, you can use Veeam Data Cloud for
Microsoft 365 to restore the email (providing a backup has been completed).

Log in to Veeam Data Cloud for Microsoft 365.

In Veeam Data Cloud, click Outlookinthe main menu to view your Outlook data from the latest backup.

& Outlook Backups
Explore Outook Backup o8 at 0 i s dtsea by uar

1 Crgniaction (1/08/2034 74545 AM)

John Smith

If you want to look at backup data from a previous point in time, use the date picker at the top of the
screen.

If you want to see items that may have been deleted, use the Include items deleted by user toggle switch.

Select a folder that contains the email you want to restore.
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10. Locate the email you are looking for and select it. Selected emails are highlighted in blue.

& Outlook Backups

Explore Outiook Backup s at | 12 oM (| I inciude items deleted by wier &

rbon

Fac i e Boc Fuceived

3 {

John Smith

1. You can click the email subject to preview content of the email. This enables you to be certain it is the
email you want to restore. Click OK to close the preview.

12. With the required email selected, click Restore Selected Item.

13. The Restore Mailbox Item window will appear, providing you with the details of the email you are going to
restore. If needed, you canalso use the Advanced options toggle to display more options.

Click Restore tostart the restore process.

The email will be restored to the same location in the original Outlook mailbox as it was found in the
backup.

125 | Veeam Data Cloud for Microsoft 365 | User Guide



14. Veeam Data Cloud will display a notification that the restore process has started.

You will also be able to view the progress of the restore process by clicking Notifications in the main
menu.

Chasse from the aptions balow i you wish 1o explors yeur backup:

& Outlook @ OneDrive

15. Once the restore process is completed, you will be able to navigate back to your mailbox and check that
the Outlook email has been restored.
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Restoring OneDrive Files

Veeam Data Cloud for Microsoft 365 allows self-service users to restore Microsoft OneDrive files. This operation
may be helpful, for example, if a file was accidentally deleted in OneDrive.

NOTE

Self-service users can only restore individual files. To restore multiple files at once, an entire directory or
your entire OneDrive, contact your IT team who will be ableto assist.

To restore OneDrive files:

1.

2.

In Microsoft OneDrive, check your My files and Shared folders to see if you can locate the file.

If you cannot find the file in My files or Shared folders, check your Recycle bin tosee if you can locate the
file.

If you cannot find the file in your Recycle Bin, check Second-stage recycle bin tosee if you can locate the
file.

If you cannot locate the file in any of the previous locations, you can use Veeam Data Cloud for Microsoft
365 to restore the file (providing a backup has been completed).

Log in to Veeam Data Cloud for Microsoft 365.

In Veeam Data Cloud, click OneDrive inthe main menu to view your OneDrive data from the latest backup.

@ OneDrive Backups

Explors OnaDrive Bockup as ot B 3 ickide ftems deeted by user

B Organization (1092024 7asas AM)

If you want to look at backup data from a previous point in time, use the date picker at the top of the
screen.

If you want to see items that may have been deleted, use the Include items deleted by user toggle switch.
Select a folder that contains the file you want to restore.

Locate the file you are looking for and select it. Selected files are highlighted in blue.
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10. With the required file selected, click Restore Selected Document.

@ OneDrive Backups

Explore OneDrive Backup o3 ot P () inchude Rems deleted by user

I Organization (1/08/2024 74545 AM)

o Apps

B e Name sz Version :"‘" Greaton Time 2 Modtoston Tine

B ScBecdnOnsdetedocheciont2 I bEOLIETONAASIEIBCIBIESND0d oy 476 KD D10 JomSmith 18AVI022042PM o Smith 18AVZ0 22742 PM

tpg 4TTKE D10 ST 1000 22742 P John Sith /1V2004 22742 PM

BEBCBT-41c1-4578-8000-48053016128¢_60g ™ 2w

h 1812024 22742PM Joh

n 18/1V2024 22742 PM

e 9w

i 18/1/2024 22744 P Jehn SmITh 18/1V2024 22744 PM

Rows perpage: Drows  + -1

11. The Restore OneDrive Document window will appear, providing you with the details of the file you are
going to restore.

Click Restoretostart the restore process.

The file will be restored to the same location in the original OneDrive as it was found in the backup.

Restore OneDrive Document

Yeu ore about to restore the fofowing OneDrve Document

John Smith / Wallpapers

From bockup o8 at 18/11/2024 247.38 PM
Rmstors to.

® originalLocaton

12. Veeam Data Cloud will display a notification that the restore process has started.

You will also be able to view the progress of the restore process by clicking Notificationsin the main
menu.

Choose from the options below H you wish to explore your backup

@ Outlook @ OneDrive

Explore backed up dota %or Microsot 365 Exchange

13. Once the restore process is completed, you will be able to navigate back to your OneDrive and see that
the file has been restored.
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Configuration

This section provides information on how to configure Veeam Data Cloud for Microsoft 365.

In This Section

e Activating Subscription in Microsoft Azure Marketplace
e Viewing Billing for Microsoft Azure Marketplace Purchases
e Changing Plans in Microsoft Azure Marketplace

e Adding Admin Accounts

e Managing User Roles

e Generating TLS Certificate

e Configuring Network Access Restrictions

e Adding Syslog Server

e Adding Second App Registration

e Reauthorizing Veeam Data Cloud for Microsoft 365

e Viewing Licensed Users

e Viewing License Model Details

e Switching License Model
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Activating Subscription in Microsoft Azure
Marketplace

If you purchased a subscription to Veeam Data Cloud for Microsoft 365 through the Microsoft Azure
Marketplace and did not complete the onboarding steps, you must activate your subscription to perform
backups. To do this, perform the following steps:

1. Log in to the Microsoft Azure portal using an account with global administrator privileges.

2. Inthe search barat the top center of the screen, search for Saas and select the SaaS option from the
search results.

£ saad X
All Services (3) Marketplace (31) ~ More (4)
Services Ses mare
€ saas

© 5azs (classic)

8y Azure Crbital

Keywords: gsaas

@ nGiNxaas

L
Marketplace See more
Documentation See more

Microsoft Entra ID

Searching all subscriptions. f;“ Give feedback

3. The portal displaysa list of SaaS application subscriptions within your Azure account.

4. On the Overview page, selectthe subscription you created when you processed the original offer.
Home >

SaaS #

Cirrus (cirrustest03.onmicrosoft.com)

Create Edit columns O Refrash 9? Feedback %) Assign tags

[t=]

o Saa$ resources were changed to have an experience similar to other ARM resources like VMs and Azure apps. They now belong to resource groups, can be searcl
to the new experience, via explicit user action.

Subscriptions: Azure subscription 1

| Filter by name... | | All resource groups e | | All locations Y | | All tags N | | No groug
16 items
|:| Name T Status Publisher Offer name

D @ vDCsaas @ subscribed Veeam Software VDC for Microsoft 365
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When the application loads, review and confirm your subscription and click the Open SaaS Account on
publisher's site link.

O VDC Saa$S Subscription & x -

x
[2 search | < O Refressh 2 Changeplan & Edit recurring biling  “3> View billing ) Cancel subscription & Change Azure subscription & Change resource group
@ Overview .
Product and plan details
B Activity log
R Access control (IAM) @ Vour subscription was configured successfully. Select Open SaaS Account on publisher’s site to navigate to the publisher's exteral website
® T
for Microseft 365 - VDC Annugl Plan - 1-year subscription
> Automation ~s S, y "
> Help Open Sa: nt on publisher's site (7'

VDC Annual Plan - Tyr subscription & Private plan  Billing term Recurring billing Billing term & price Billing info

@ subscribed 1-month subscription

A$0.00/month Created on: 08/04/2024
Annual Plan Starts 08/06/2024 Includes: Purchased by: admin
Change plan Ends 07/07/2024 user backup: 1
View billing
Plus:
user backup: ASO per 1 backed up user
A i Resource gre
Change resource grol

Useful links
Publisher links Marketplace links

Terms of use 7

6. The Veeam Data Cloud fulfillment page will open. Click Click Here to Activate tocomplete the activation
of your subscription.

\veeam

Subscription Details

Purchaser Email admin@mydomain.com

Subscription Id 42c1d159-890b-4d3f-cc43-a0da5d5754e8
Subscription Name VDC for Microsoft 365

Plan Name Annual Plan

Status Pending Fulfillment Start

Veeam Data Cloud Url https://vdc-m365-amer.veeamdatacloud.com

Click Here to Activate

After you perform these steps, the Veeam Data Cloud environment opens and you can configure your backups.
To learn more, see Self-Service Onboarding.
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Viewing Billing for Microsoft Azure
Marketplace Purchases

If you purchased a subscription to Veeam Data Cloud for Microsoft 365 through the Microsoft Azure
Marketplace and want to view your billing information, perform the following steps:

1. Log in to the Microsoft Azure portal using an account with global administrator privileges.

2. Inthe search barat the top center of the screen, search for saas and select the SaaS option from the
search results.

P saad X
All Services (5) Marketplace (31) ~ More (4)
Services See mare
@ saas

© 5aas (classic)
% Azure Orbital

Keywords: gsaas

@ nGiNxaas

L
Marketplace See more
Documentation See mare

Microsoft Entra ID

Searching all subscriptions. ﬁ? Give fesdback

3. The portal displaysa list of Saa$S application subscriptions within your Azure account.

4. On the Overview page, select the subscription you created when you processed the original offer.

Home >

SaaS =

Cirrus (cirrustest03.onmicrosoft.com)

Create Edit columns () Refresh &' Feedback D Assi

o Saa5 resources were changed to have an experience similar to other ARM resources like YMs and Azure apps. They now belong to resource groups, can be searcl
to the new experience, via explicit user action.

Subscriptions: Azure subscription 1

| Filter by name... | | All resource groups ~ | | Al locations e | | All tags N | | Mo groug
16 items

[] Name Ty Status Publisher offer name

D © vDC saas @ subscribed Veeam Software VDC for Microsoft 365
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© VDC SaaS Subscription  #

Saas

© Overview

B Activity log

A Access control (IAM)
® Teos

> Automation

> Help

O Refressh 2 Changeplan ¢ Edit recurring biling  *S View billing )X Cancel subscription & Change Azure subscription

Product and plan details

o Z

P Account on publisher’s site to navigats to the publisher's extemal website

VDC for Microsoft 365 - VDC Annual Blan - 1-year subscription

Veeam Software

Open Saas Account on publisher's site (4

VDC Annual Plan - Tyr subscription & Private plan  illing term

@ subscribed
Annual Plan

Change plan

=)

Useful links

Publisher links
Terms of use O
Privacy policy O
Website 7
!

Support &

Recurring billing
1-month subscription  Recurring billing: On
Starts 08/06/2024 Renaws on: 08/07/2024

Ends 07/07/2024 Edit recurring billing
View billing

Marketplace links

Write 2 review

View all your Saas subscriptions
Vi

x this product in Marketplace
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Billing term & price

A$0.00/month

Includes:

user backup: 1

Plus:

user backup: ASO per 1 backed up user

When the application loads, click View billing toview your billing information.

2 Change resource group

gilling info

Created on; 08/04/2024
Purchased by: admin@mydomain.com
‘Azure subscription: Azure subscription 1

Change Azure subscription

Resource group: AzureMarketplaceTest
Change resource group

View all your Saas subscriptions



Changing Plansin Microsoft Azure
Marketplace

If you purchased a subscription to Veeam Data Cloud for Microsoft 365 through the Microsoft Azure
Marketplace, you can modify your planin the Microsoft Azure portal. To do this, perform the following steps:

1. Log in to the Microsoft Azure portal using an account with global administrator privileges.

2. Inthe search barat the top center of the screen, search for saas and select the SaaS option from the
search results.

P saad X
All Services (5) Marketplace (31) ~ More (4)
Services See mare
@ saas

© 5aas (classic)
% Azure Orbital

Keywords: gsaas

@ nGiNxaas

L
Marketplace See more
Documentation See mare

Microsoft Entra ID

Searching all subscriptions. ﬁ? Give fesdback

3. The portal displaysa list of SaaS application subscriptions within your Azure account.

4. On the Overview page, select the subscription you created when you processed the original offer.

Home >

SaaS =

Cirrus (cirrustest03.onmicrosoft.com)

Create Edit columns () Refresh &' Feedback D Assi

o Saa5 resources were changed to have an experience similar to other ARM resources like YMs and Azure apps. They now belong to resource groups, can be searcl
to the new experience, via explicit user action.

Subscriptions: Azure subscription 1

| Filter by name... | | All resource groups ~ | | Al locations e | | All tags N | | Mo groug
16 items

[] Name Ty Status Publisher offer name

D © vDC saas @ subscribed Veeam Software VDC for Microsoft 365
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5. When the application loads, click Change plan.

@ VDCSaaS Subscription  # - x
SaaS
¢« ORefiesh 2 Changeplen & Edit recuringiling 73" View billng X Cancel subscription 2 Chenge Azure subscription 2 Change resource group

@ Overview Product and plan details View all your Saas subscriptions

& Activity log

A Access control (IAM) (] = Salect A t on publisher's site o navigate to the publichar's external website
€ Tags
VDC for Microsoft 265 - VDC Annuzl Blan - 1-year subscription
-~
> Automation Veeam Software
> Help Open Saas Account on publisher's site 7'

VDC Annual Plan - yr subscription & Private plan

gilling term Recurring billing Billing term & price illng info

@ subscribed 1-month subscription  Recurring billing: On A$0.00/month Created on: 08/04/2024

Annual Plan Starts 08/06/2024 Renaws on: 08/07/2024 | Includes Purchased by: admin@mydomain.com
Ends 07/07/2024 Edit recurring billing user backup: 1

Change plan /a2 9 biling o Azure subscription: Azure subscription 1
Viewbiling

Plus: Change Azure subscription

user backup: ASO per 1 backed up user
Resource group: AzureMarketplaceTest

Change resource group

=)

Useful links
Bublisher links Marketplace links

Terms of use O Write 3 review

Privacy policy O View all your Saa$ subscriptions

Website View this product in Marketplace

!
Support &

6. Inthe Change plan window, select the new planyou want to switch to and click Change plan.

Change plan X
Subscription plans

user ackup: 1
No long-term commitment, cancel at any time. o

2 e ing 6445

QO Refresh 2 Changeplan ¢ Edit recurring billing View billing X Can The Veeam Customer Success tearn will assist with user backup: AS8.64457 per 1 user

onboarding once the order is complete.
Product and plan details

Premium — Month- Price: $7.75 /user/month A$11.652/month 1-month subscription AS$11.652 for 1 mont

©t0-Month Compare: $93.00 /user/year Includes:
@ Vour subscription was configured successfully. Select Open SaaS Account on publishe user backup: 1
No long-term commiitment, cancel at any time. i

up: AS11.65151 1
The Veeam Customer Success team wil assist with U3er BECUASTLLOTSY pay 1 e

Veeam onboarding once the order is complete.

m Veeam Data Cloud: Saa$ Backup and Recovery for Microsoft 365 - Veeam Data

Open Saas Account on publisher's site CF'

Price: $3.60 /user/month
Compare: $43.20 /user/year

A$276.028/month
Includes:
user backup: 51

-, Flex 51-250 users —

1-month subscription
Month-to-Month

A$276.028 for 1mo
Veeam Data Cloud for Microsoft 365 - Monthly Consumption - 1-month subscription

No long-term commitment, cancel at any time. G
@ subscribed lus:
user backup: A$5.41231 per 1 user
) Veeam Data Cloud for Microsoft 365. Daily backup, (
Unlimited storage. 1 Month of Production 24/7 Support.
Licensed per 1 User. . Flex 1-50 users — Price: $4 /user/month AS0.00/month 1-month subscription AS$0.00 for 1 month |
Variable billng per user i arrears. Self-service onboarding (o} sy Comparis S48 hsas/yeer
via marketplace. Plus:

Billing for overage will be based on consumption in

user backup: AS6.0675 per 1 user

No long-term commitment, cancel at any time.
arrears.

Product code: V-VDC365-0U-SUIMC-00

Veeam Data Cloud Veeam Data Cloud for Microsoft 365, Daily backup, A50.00/month 1-month subscription A$0.00 for 1 month
for Microsoft 365 Unlimited storage. 1 Month of Production 24/7 Support
Monthly Licensed per 1 User. Phas

it Consumption Variable billing per user in arrears. Seff-service onboarding  (%e" Dackup: ASG.27254 per 1 user

via marketplace.

Current plan
@ curent 8illing for overage will be based on consumption in arrears.

Product code: V-VDC365-0U-SUTMC-00

Useful links

Publisher links Marketplace

Microsoft Standard Contract (7' Write 3 reviey |
Privacy policy (' View all your

+ Veeam Data Cloud for Mierosoft 365 — Website (7' View this oro. Chanae plan

| T cancel .

7. Follow the prompts for your new planand confirm your changes.

8. Your new plan will be reflected in Veeam Data Cloud for Microsoft 365 in the next billing cycle.
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Adding Admin Accounts

If you want to create more user accounts in addition to the default admin account to Veeam Data Cloud, do the
following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
In the Settings menu, click Admin Users.

3
4. Click Add User.

vl

Fill in the Email, First name, and Last name fields for the user you are adding.
6. Click the Administrator toggle to add the user with the administrator role.

7. Click Save.
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Managing User Roles

Veeam Data Cloud for Microsoft 365 uses role-based access control (RBAC). The administrator can create user
roles and assign permissions to the roles to control what the users in the organization can access and what
actions they can perform.

Veeam Data Cloud has the following 2 built-in system roles:
e The Administrator role, that allows users to manage Veeam Data Cloud.

e The Self Service role, that allows users to perform self-service restore of their Outlook emails and
OneDrive files. To learn more, see Performing Self-Service Restore.

Settings
foles Add new role
Roles
Admin Users
[ Dashboard Billing
i = s fasboring Outicok Restoring OneDrive Restoring Sharepoint  Express Restore Others
System

1> Backup Policies

@ Preview Emails

Organisation Detalls Restore To

) Reports Restore email @ Another Manage Veeam
@ Lovse ond @ "E"EG; Prebaivs @ Dota Cloud
Search Restore L @ Do'riovd 1o ® Resl&’? to Subscription
h another
View/Restore @ Dovriood Local ghother Vi e acm
Sharepoint kocal Access user @ Dot Cloud
View/Restore Yiew Access user @ backups for @ oo Dser Activity
® oome @ Bockup @ bockups for entire tenancy Local il Bcsiia
Administrator Policy entire tenancy Accots ® oo D oification
@ [ov/Restore One @ onee ® bockp for
Drive Backups entire tenancy @ 5ustem Settings
View/Restore
Outiock Access Veeam
&) SharePoint @ Dota Cloud
® View Reports Support
i Teams View M365
Licence
Information
W Preview Emails — I Manage Users
Restore email D Ancther
- M Ve U
s od M to different OneDrive D b Gaoom
® restore Yck MoK m Download to "~ Subscription
m View/Restore i e Lol View Veeam
55 sharepoint w ey Access user B Data Cloud
ew A backups for User Activit
iew/Restore D Backy - \ccess user ) y
| Notifications 2 Teams v I backips o ontee benancy, Bulk o Receive
Solf Servico N E— Y entire tenancy Access user B Restore notification
= @ g Manoge Access user sy backups for ;
@ Settings B9 Backups  backups for selected W System Settings
@ Ve Rostore 9 seiected groups
Outlook o Access Veeam
) Support Access user 3B Data Cloud
B View Reports Access user backups for Support
backups for M ol except o
My Profile W ol except selected O i
Salected groues " Information

o roups
Version: group:

Users with the Administrator role or with the Manage Users permission can create new user roles. Veeam Data
Cloud offers the following 4 user role templates when you create a new user role:

e SelfService. Allows users to perform self-service restore of their Outlook emails and OneDrive files.
e Finance. Allows users to manage Veeam Data Cloud subscription (licensing, billing, organization details).

¢ Manage backups and view Logs. Allows users to create, browse and manage backup policies and view
backup logs.
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Limited Restore. Allows users to browse and restore Outlook, OneDrive, SharePoint and Teams data.

Create role

@ Create from atempiate () Create custom role

Self Service

Self Service

Finance

Manage backups and view logs
Limited Restore

@@ ©rowse and Restore

B View/Restore Sharepoint

M View/Restore Teams
@@ View/Restore One Drive
@@ View/Restore Outlook

B View Reports
Backups
M View Backup Policy

B Manage Backups
Restoring Outiook

2D Preview Emails

1D Restore email to different users mailbox
M Download to Local

M Access user backups for entire tenancy

W Access user backups for selected aroups

oo

Adding New Role

To create a new user role, do the following:

1.

2.

Log in to Veeam Data Cloud for Microsoft 365.
In the main menu, click Settings.
On the Roles page, click Add new role.

In the Create role window, select Create from a template touse one of the built-in templates for the new
role or select Create custom role tocreate a new role.

o If you selected Create from a template, do the following:
i. Select atemplate from the drop-down list.
ii. Inthe Name field, specify the name of the role.

iii. By default, permissions are assigned to the role from the template. If you want to customize
permissions for the role, click the toggle next to a permission.

iv. Click OK to save the new role.
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o Ifyou selected Create custom role, dothe following:
i. Inthe Name field, specify a name for the new role.
ii. Click the toggle next to the permissions you want to assign to the role.

iii.  Click OK to save the new role.

o o oo o it o [ Y

=m -

The new user role appearsin the list of roles. If you want to customize permissions for the role, click the toggle
next to a permission. Click Save changes tosave your changes.

To delete a user role, click the trash can next to the role.

User Role Permissions

The available permissions that you can assign to a user role are:

Description

General

Browse and Restore Parent permission for the View/Restore Sharepoint, Teams, One
Drive and Outlook permissions.

View/Restore Sharepoint Browse and restore SharePoint data.

View/Restore Teams Browse and restore Teams data.

View/Restore One Drive Browse and restore OneDrive data.

View/Restore Outlook Browse and restore Outlook data.

View Reports View and generate Veeam Data Cloud for Microsoft 365 reports.

Backups
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View Backup Policy

Manage Backups

Restoring Outlook

Preview Emails

Restore email to different users
mailbox

Download to Local

Access user backups for entire tenancy

Access user backups for selected
groups

Access user backups for all except
selected groups

Restoring OneDrive

Restore to Another OneDrive

Download to Local

Access user backups for entire tenancy

Access user backups for selected
groups

Access user backups for all except
selected groups

Restoring Sharepoint

Browse backup policies.

Create and manage backup policies.

View the email body of backed-up emails.

Restore mailboxes and mailbox items to the mailbox of a different
user.

Download backed-up Outlook content to your computer.

Browse backed-up Outlook data within the entire organization.

Browse backed-up Outlook data only within the selected groups. To
specify groups, click Select Groups, choose groups and click OK.

Browse backed-up Outlook data within the entire organization
except for data within the selected groups. To specify groups, click
Select Groups, choose groups and click OK.

Restore OneDrive and OneDrive items to OneDrive of a different
user.

Download backed-up OneDrive content to your computer.

Browse backed-up OneDrive data within the entire organization.

Browse backed-up OneDrive data only within the selected groups.
To specify groups, click Select Groups, choose groups and click OK.

Browse backed-up OneDrive data within the entire organization
except for data within the selected groups. To specify groups, click
Select Groups, choose groups and click OK.
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Restore to another location

Download to Local

Access backup for entire tenancy

Access user backups for selected sites

Express Restore

Bulk Restore

Others

Manage Users

Manage Veeam Data Cloud
Subscription

View Veeam Data Cloud User Activity

Receive notification

System Settings

Access Veeam Data Cloud Support

View M365 License Information

Restore SharePoint sites and SharePoint items to a different
SharePoint site.

Download backed-up SharePoint content to your computer.

Browse backed-up SharePoint data within the entire organization.

Browse backed-up SharePoint dataonly within the selected sites.
To specify sites, click Select sites, choose sites and click OK.

Perform bulk restore (only available with the Express plan).

Add and manage Veeam Data Cloud administrators and user roles.

Manage Veeam Data Cloud subscription (licensing, billing,
organization details).

View the Recent User Activity overview in the dashboard.

Receive email notifications about backups, license information and
reports.

Works in combination with the Manage Users, Manage Veeam Data
Cloud Subscription and Manage Backups permissions to allow
modification of system settings.

View the Support button in the main menu and access the Veeam
Data Cloud support options page.

View the M365 License Activity, VDC Licenses, and M365 Storage
Use (GB) widgets in the dashboard.
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Generating TLS Certificate

Veeam Data Cloud for Microsoft 365 uses a security certificate, also referred to as a TLS certificate, to encrypt
data transmitted between your Microsoft 365 environment and the Veeam Data Cloud application. To maintain
the continuous and secure encryption of your data during the transmission between your Microsoft 365
environment and Veeam Data Cloud, you may be required to reauthenticate your connection, similar to the

initial setup process. If your TLS certificate has expired, your backup jobs will start failing with the following
error message:

Error
AADSTS700027: Client assertion contains an invalid signature. [Reason - The key
used is expired., Thumbprint of key used by client: 'ID', ... ]

Veeam Data Cloud for Microsoft 365 allows you to either use an existing security certificate or generate a new
certificate automatically.

To generate a new certificate with Veeam Data Cloud, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. In the Settings menu, click System.
4. Click Generate a new certificate.
5. Copy the code that Veeam Data Cloud for Microsoft 365 provides on the next screen.
6. Follow the https://microsoft.com/devicelogin, paste the code and follow the suggested steps.

7. Once the Microsoft steps have been completed, click Generate inVeeam Data Cloud for Microsoft 365.
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Configuring Network Access Restrictions

To increase security and control over your data, you can restrict access to Veeam Data Cloud for Microsoft 365
within a specific IP range. By implementing this approach, you can ensure that only authorized users or devices
with IP addresses falling within the defined range can access Veeam Data Cloud. This can be particularly
valuable in scenarios where you want to limit access to specific locations, such as your corporate offices.

Configuring network access restrictions for Veeam Data Cloud for Microsoft 365 within a specified IP range not
only safeguards your datain the event that an account in your tenancy is compromised, but also ensures its
overall security.

To enable network restrictions, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. In the Settings menu, click System.
4. Click the toggle to enable the feature to restrict specific IP ranges.
5. Click Add IP Range and enter the required IP ranges.
NOTE
To activate this feature and provide direct access to Veeam Data Cloud for all users or offices, you will need

to add multiple IP ranges.

If your IP range changes unexpectedly, preventing access to your Veeam Data Cloud for Microsoft 365 instance,
you have the option to reach out to our support team for assistance in updating or temporarily removing the
associated IP ranges. However, note that in such cases, we may require you to provide verification for security
purposes.
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Adding Syslog Server

Veeam Data Cloud for Microsoft 365 allows you to define a syslog server where you can receive Veeam Data
Cloud user activity logs.

To add your syslog server, do the following:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. Inthe Settings menu, click System.
4. Onthe Systempage, openthe Access tab.

5. In the Logging section, click Add Syslog Server.

NOTE

To accept communications from Veeam Data Cloud, you must enable access to your syslog server
from the 0.0.0.0 IP address. If you want to restrict access to your syslog server, contact Veeam

Customer Support to receive the list of public IP addresses related to your tenant.

Settings
System
Roles
rosoft 365 Backup Repositories Access
Admin Users
Billing
Self service
System
. Enable all users from the company domain to restore their own OneDrive and Outlook
Organisation Details
Networking Logging
Restrict Veeam Data Cloud access to specific IP ranges Please ensure you enable access to your syslog server from IP address 0.0.0.0
From IP TolP Add IP Range

Server Address Port Add Sysiog Server
No data
M ” N
No data

6. In Add Syslog Server, specify your syslog server address, port, protocol type, and whether you want to
receive logs:

a. In the Server Address field, type the IP address of the syslog server.
b. In the Port field, type the port for the syslog server requests.

c. From the Protocol Type drop-downlist, select the protocol [over which Veeam Data Cloud will send
logs] UDPor TCP.

d. To receive the logs, toggle the Send activity logs switch (enabled by default).
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e. Click Add toadd your syslog server.

Add Syslog Server

Server Address *

128.0.0.2

Port*

514

Protacol Type

uDP

@) Send activity logs

Log Data Details

The log records you receive in your syslog server contain information about all Veeam Data Cloud for Microsoft
365 user activities.

The log record format is specified by the RFC3164 protocol and the datais presented in the following way:
e |P address

e DateTime

e Format
e Severity
o Type

e Message
o Action ID
o User:email
o Session Type
o Related Object
o Date Time

o Object Details
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The following example shows a log record for the creation of a restore session:

20.213.0.149 Jun 18 09:02:25 syslog info Action RestoreOutlo
okItemsToLocal, User: Mary.Jones@COMPANY.ONMICROSOFT.COM, Session Type: vex, O0Ob
ject: Jack Smith / Inbox, Date: 6/18/2024 9:02:25 AM +00:00, Items: {"SessionDat
e":"2023-11-23T02:43:25.4292","Option":{"Items": [{"Id":"LgAAAEYAAAAWAAAAAAAAAJIW
1IMDRVs-10m8ReIEAHYpABAGyua AmugtHrGBbcMwoml SAAAAARAQWAAAAAAACVPTAOVLPtTpvEXiBABS8
gOBwBsrmvwJroLR6xgW3DMKJIpbAAAAAAEMAABSrmvwJroLR6xgW3DMKIpbAAIYDZuFAABsrmvwJroLR
6xgW3DMKJIpbAAIXZHPB"} 1}, "SessionType" :"vet"}
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Adding Second App Registration

Adding a second Microsoft Entra app registration as a backup application can speed up your SharePoint backups.

NOTE

To learn about the permissions required for a second app registration, see Backup Application Permissions.

To add a second app registration, do the following:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

2. In the main menu, click Settings.

3. Inthe Settings menu, click System.

4. Onthe Systempage, inthe Microsoft 365 tab, goto the Add a Second App Registration section and click
Authorise.

Settings

Roles
Admin Users
Biling
System

Organisaticn Detalls

System

Microsoft 365 Backup Repositor Acces: Notification

Teams Backups

Set up Teams Chats Click here to set up Teams Chats

Microsoft Backup Storage

Yes
Active
Deactivate
Add a Second App Registration
qﬂ'ﬂ Authorise Adding a second app registration may speed up your first SharePoint Backup
Reauthorise Veeam Data Cloud
Click here to reauthorise Veeam Data Cloud int your M365 account, you will need access to an M365 account with global admin permissions
Reauthorise N
on your organisation
Please note once o new certificate has been added you will need to wait for approximately 20 minutes befare you will be able to run @ backup. explore your backups or

restore

5. Inthe Authorise page, copy the generated code to connect to your Microsoft tenancy.

147 | Veeam Data Cloud for Microsoft 365 | User Guide



NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Settings .
< Authorise
Roles
Admin Users @ You need to use a M365 Global Admin account for this step
Biling Please do the following:
1.Copy the code below.
System

PUWXSHWHX [ Copy code
Organisation Details

2. Open https: gin and paste the code.

3. Once successt

Authorise >

the browser tab (which will return you to this screen). Then click “Authorise” below to continue.

6. Click the https://microsoft.com/devicelogin link, paste the code you copied, and click Next.

7. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

8. Click Continue and close the window.

9. In Veeam Data Cloud, click Authorise.
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Reauthorizing Veeam Data Cloud for
Microsoft 365

You may need to reauthorize Veeam Data Cloud access to your Microsoft 365 tenant. This may be required in the
following cases:

e If you have accidentally removed authorization for Veeam Data Cloud to access your Microsoft 365 data.

e If you see the following error message in your backup logs: 7he identity of the calling application could
not be established.

To reauthorize Veeam Data Cloud, do the following:

—_

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.

3. Inthe Settings menu, click System.

4. Onthe Systempage, inthe Microsoft 365 tab, goto the Reauthorise Veeam Data Cloud section and click
Reauthorise.

If you have a multi-tenant app registration, click Reauthorise the customer on the multi tenant app
registration.

Settings
9 System
Roles
Microsoft 365 Bockup Repositories
Admin Users

Billing
System

Organisation Details Set up Teams Chats Click here to set up Teams Chats

Teams Backups

Microsoft Backup Storage

Express backups enabled Yes

Express backup status Active
Deactivate

Add a Second App Registration

Authorise Adding a second app registration may speed up your first SharePoint Backup

Reauthorise Veeam Data Cloud

Click here to reauthorise Veeam Data Cloud Into your M365 account. you will need access to an M365 account with global admin permissions
on your arganisation

Reauthorise
Iy

5. In the Reauthorise page, copy the generated code to connect to your Microsoft tenancy.
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NOTE

To perform this step successfully, you must use the Microsoft 365 Global Admin account.

Settings 1
g < Reauthorise
Roles
Admin Users @ You need to use a M385 Globoal Admin account for this step
Billing Please do the following:
1. Copy the code below.
System
PEQGELXZT > IR Copycode
Organisation Details
2.Open https://microsoft.com/devicelogin and paste the code.
3.Once su sful close the browser tab (which will return you 1o this screen). Then click “Reauthorise” below to continue.

(@ Please notice that if creating new app registration, the Teams chats setting will be disabled

Reautharise existing app registration >

6. Click the https://microsoft.com/devicelogin link, paste the code you copied, and click Next.

7. Select the Microsoft account under which you want to authenticate against Microsoft 365. The account
must have the Microsoft 365 Global Admin permissions.

8. Click Continue and close the window.

9. In Veeam Data Cloud, click Reauthorise existing app registration.
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Viewing Licensed Users

You can check which accounts are currently using the Veeam Data Cloud license. To do this, follow these steps:

1.
2.

Once logged in to your account in the Veeam Data Cloud environment, click Settingsinthe main menu.

In the Settings menu, click Billing.

3. Click the Licensed Users tab.

In the table with your current Veeam Data Cloud licensed users, the following information is displayed:

Name — the email account that is licensed.

Licence State — the current state of the user if they are licensed or not.

Last Backup Date — the last date that anything associated with the account was backed up.
Is Backed Up —shows whether the current data for the account is being backed up.
Mailbox — shows whether the mailbox of the user is protected or not.

Archive Mailbox — shows whether the archive mailbox of the user is protected or not.
OneDrive — shows whether the OneDrive of the user is protected or not.

Personal Site — shows whether the personal SharePoint site of the user is protected or not.

Lastupdated — the last date that the information in the table was updated. The information in the table is
automatically updated every Tuesday and Friday at 4:00 PM UTC. You can click the Refresh button to
manually update the data to get the current status of your licensed users.
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Viewing License Model Details

You can view information about the license model you use, licenses and licensed users.

To view license details, take the following steps:

1.
2.
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Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.

In the main menu, click Settings.

In the Settings menu, click Billing.

On the Billing page, open the Licenses tab.

Settings

Roles

fcmin Ussrs

Biling

Systom
Organisation Detalls

Reports

Billing

Licenses  Licansad e

(@ Plecse note this page displays the time in

Licence Model

(UTC+10:00) Canberra, Melbourne, §

Current licence model: Variable number of licences

© New users are autematically backed

Licences
From Date. To Date
00/0572024 08/05/2025

08/03/2024

Licensed Users

There s no statistic data for licenced users

License Type
Pold

ydney
Switch to limited bockup
Licences Currency Price Per User Cancel Date
57 UsD a
N/A USD

30 days ~



Switching License Model

You can switch the license model during the onboarding period or anytime later.

NOTE

If this option is enabled for your account, you can see it in the Veeam Data Cloud for Microsoft 365
environment. If you cannot see this option and want to switch the license model, contact Veeam Customer
Support.

To switch the license model, take the following steps:
1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account.
2. In the main menu, click Settings.
3. In the Settings menu, click Billing.
4. On the Billing page, open the Licenses tab.
5. Select your preferred license model:

o Switch to limited backup for Fixed License Model

Settings
9 Billing
Rolez
Licensse  Liceneed Userz  Involcee
Admin Users
Biling X . R
(@ Please note his page dizploya the time in (UTC+1:00) Canberra, Melboume, Sydney
System
Crganisation Detalls Licence Model Gwitch 1o imited baskup
Reports Current licence medel:  Varioble number of licencas
© New users are automatically backed up
Licences
From Date To Date. Licarss Typs Ucences Currency Price Per User  Cancel Date
08/05/2004 0770642024 Poid 52 AUD 5
@ OneDrive
312025 08022024 Poid 48 AUD ]
B SharaPoint 271012023 21102023 Poid 33 AUD 2
@ Teams 281002023 261002023 Paid 33 A 1
02/07/2023 26/10/2023 Free Trial 33 AUD o
01/07/2023 01/07/2023 Poid 33 AU 9
01/02/2023 30/06/2023 Poid 30 AUD Ed
15/01/2023 0242023 Poid % AUD 20
ova2023 OV202 Poid 28 AUD 0

Licensed Users

After you switch from Variable License Model to Fixed License Model, you must select user accounts
for backup. To learn more, see Editing Selected Items Backup Job. Veeam Data Cloud for Microsoft
365 will automatically create new backup jobs for these accounts. For more backup options, contact
Veeam Customer Support.
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o Switch to full organisation backup for Variable License Model

Settings

Billing
Roles
Ucsnsse ceneed Users nvoicee
Admin Usere
Bilking = . - ; 5
(@ Please nots this page displays the ime in (UTC#1100) Canberra, Melbourne, Sydney
B Doshboard
{ System
{1 Backup Policies Orgonisation Detalls Licence Model Manage Backup Users | Switch to full argonisation bockup
2 Feport Reports Current licence mode:  Fixed number of licences
© Only soma users, sitas and Teams are protected ond new users are not autbmaticelly protectsd
Number of llcences
© Nate changing the number of licences will affect the amount you are billec
i Outiook )
Licences
& OneDrive
From Dats To Dats. Licanss Typs. Licances Currancy Price Per Uesr  Cancal Dats.
e i 06/03/2004 07/06/2024 Poid 52 AUD 5
W Teams 31/10/2003 06/03/2024 Poid 48 AUD %
23102023 Pold 33 AUD 2
26M0/2005 Pold 33 AUD 1
2541002023 Free Triol 33 AUD 0
Netifications o205 oN/073025 Pold 33 AUD )
@ Settings V02,2023 30/08/2023 Poid 30 AUD 10
B/0V2005 Poid 26 AUD 20
} Support
0/n/2023 16/01/2023 Paid 268 AUD 10
My Profile
& Version: Manoge Subecription

After you switch from Fixed License Model to Variable License Model, contact Veeam Customer
Support to enable additional options for management of your backup jobs.

6. In the Switch license model window, click Change Licence tofinish the license model switch.
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Working with Reports

Veeam Data Cloud for Microsoft 365 allows you to generate and download usage reports, as well as schedule
reports and receive them in specified email addresses.

In this Section

o Generating Reports

e Scheduling Reports
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Generating Reports

You can generate reports on Veeam Data Cloud for Microsoft 365 usage. To do this, perform the following

steps:

1.

Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with a
permission to view reports.

In the main menu, click Reports.

In the Reports section, from the Report type drop-downlist, select one of the following options:
o Mailbox Protection Report
o User Protection Report
o Monthly Backup Report

o Backup Policy Summary

Frequancy Recipients stotus Created By Creatad Dats

[For monthly backup report and backup policy summary] Select the month for which you want the report
to be generated.

Fraquency Craated By Created Data

4. Click Generate Report. Veeam Data Cloud for Microsoft 365 will generate the reportin the CSV format.

o The Backup Policy Summary reportis in the .ZIP format and the file contains one .CSV file for each of
your backup policies.
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o For Mailbox Protection Report and User Protection Report, Veeam Data Cloud for Microsoft 365 will

display the 7he report is being generated and you will be notified once it is complete message. Also,
the Notifications node header will show a red dot when the report is finished.

Report type

Frequency  Fecipients status Created By Crected Date

Rowsperpage: 10rews v

In the Notifications section, click View more events in your activity log toview the report.

Notifications x

@ Downioad repart In background
Bockground comniood s b comgisted,

@ Downioad repert In baskgrourd
Bockground comniood fen baen comgisted,
.oy age
& Downkoad raport In backgrourd
Bockground comiaod hos beenr caroitid.

2 cous ago

Then you can download the report from the Activity log by clicking the file name.

Description Restorad Created Complated Actiona

. Eli;‘:?u 7 L 2801 048b_Mallbox Protection P —
Expirntion: 25/06/2024 42751 PM 42751 PM 42938 PM

Outlook

& OneDrive

T

Rows pearpoge:  20rows  ~ 2ot

o The reportis saved to your browser download location.
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Report Counters

Veeam Data Cloud for Microsoft 365 displays the following counters in reports:

¢ Mailbox Protection Report

O

O

(0]

O

The Mailbox counter shows the mailbox name.
The E-mail counter shows the email address of the user.

The Organization counter shows the name of the company or organization in Veeam Data Cloud for
Microsoft 365.

The Protection Status counter shows whether the mailbox is with the Protected or Unprotected
status.

The Last Backup Date counter shows the date when the latest backup file was created by the user.

e User Protection Report

o

o

o

o

O

The Username counter shows the name of the Veeam Data Cloud for Microsoft 365 user.
The E-mail counter shows the email address of the Veeam Data Cloud for Microsoft 365 user.

The Organization counter shows the name of the company or organization in Veeam Data Cloud for
Microsoft 365.

The Protection Status counter shows whether the user is with the Protected or Unprotected status.

The Last Backup Date counter shows the date when the latest backup file was created by the user.

e Monthly Backup Report

O

The Number of object backed up counter shows the number of objects that were backed up within the
selected month.

The Amount of data backed up (GB) counter shows the capacity of the backup file created within the
selected month.

The Job name counter shows the name of the backup job.
The Last status counter shows the final status of the last run of the backup job.

The Last restore point counter shows the date and time when the latest backup file was created. The
counter uses the following format: DD/MM/YYYY HH:MM:SS AM/PM, for example, 18/06/2024
08:03:40 AM.

The Number of successes, Number of failures and Number of warnings counters show how many
backup jobs were processed with the Success, Failedand Warning statuses.

e Backup Policy Summary

o

o

The Job name counter shows the name of the backup job.

The Start Time counter shows the date and time when the backup job was started.
The End Time counter shows the date and time when the backup job was finished.
The Job Type counter shows the type of the backup job.

The Status counter shows with which status the backup job was finished.

The Objects Processed counter shows the number of objects that were processed in the backup job.
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o The Summary counter shows information in case of a failed backup job.
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Scheduling Reports

You can schedule reports in Veeam Data Cloud for Microsoft 365. When you schedule a report, you specify the
frequency and email recipients. Once a scheduled report runs, the recipients receive an email from Veeam Data
Cloud for Microsoft 365 with a link to download the report. The reportis valid for 7 days.

To schedule a report, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with the
permission to view reports.

2. In the main menu, click Reports.

3. Inthe Schedule Reports section, click Add Report.

4. In the Add reporting schedule window, do the following:
a. In the Details tab, in the Report type drop-down list, select the report you want to schedule.
b. In the Report name field, type a name for the new scheduled report.

c. Click Next.

d. In the Frequency tab, select whether you want to receive the scheduled report Daily or Monthly:

Daily. Select £very day or a day of the week from the drop-down list.

Monthly. Select the months you want to receive the report from the drop-down. Then you can either
select the days from the 7*to the 37 from the drop-down, or select on which day of the month you
want to receive the report. For example, when you select First Monday, you will receive the report on
the first Monday of the month you chose.
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e. Click Next.

f. In the Recipients tab, specify the email addresses of the report recipients, separated by semicolon (;)
or comma (,). Your own email address is added by default.

NOTE

You can also specify email addresses outside of your organization. The recipients must be able
to log in to Veeam Data Cloud to download the reports.

TIP

To receive the scheduled report email, make sure to include no-
reply@veeamdatacloud.comin your allowed, approved or safe senders list in your email
client.

g. Click Save.

Add roporting schacula

@ oo Recipients detoils

Spaciy amal rec paants. T regort vl be 3ant 12 e Epecifad sl odresses o3 o e tachment

@ fncipents
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4. The new scheduled report is now enabled and appearson the list.

Reports

Report type

Mailbox Protection Report -

Generate Report

Schedule Reports

a

Name + Frequency Recipients Status Created By Created Dats
Backup policy summary report Dally John.smith@company.com Enabled (Scheduled) John.smith@company.com 18/09/2024 3:02:39 PM
John.smithe

fonthiy mailbox protection report Monthly ashley.dan
adam.rojas

Enabled (Scheduled) john.smith@company.com 18/09/2024 1:59:54 PM Edit

Rows per page: 10 rows v

"1 Netifications

Settings

.} Support

Managing Scheduled Reports

In the Schedule Reports section, you can see a list of all your scheduled reports with information about the
name, frequency, recipients, status, who created the report, and the date it was created.

To manage a scheduled report, click the menu next to the report you want to manage and select one of the
following actions:

e Select Editto update the details, frequency and recipients of your scheduled report.

e Select Start torun the scheduled report now.
e Select Disable (or Enableif the report is disabled) to disable (or enable) the scheduled report.
e Select Deletetodelete the scheduled report.

Reports

Report type

Mailbox Protection Report -

Generate Report

Schedule Reports

Py a

@& OneDrive Name 4 Frequency Recipients Status. Created By Created Date
B SharePoint y summary report Dally John.smith@company.com Enabled (Scheduled) John.smith@company.com 19/08/2024 3:02:39 PM
i Teams John.smitt

fenthly mailbox protection report Monthly ashley.dar Enabled (Scheduled) john.smith@company.com 18/08/2024 159:54 PM Edit
adam.rojo
Start
Rows per page:  10rows = f Disable

"1 Netifications

Settings

.} Support

) My Profile

& Version:
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You can also see an overview of the report execution. To do this, click on the name of a report

Veeam Data Cloud displays the following information:
e The time and date of the next scheduled execution
e A button to run the scheduled report now
e A button to refresh the overview
e The status of the executed report
e The startand end date and time of the executed report
e Alink to download the report
e The file size of the report

e A message with information related to the report

Backup policy summary report

Next execution at: 20/08/2024 2:00:00 AM (local time)

Status Started Date Ended Date Filename

File Size

Success 10/09/2024 3:05:56 PM 19/09/2024 3:05:57 PM BackupJobSummary_2024_09_19_23_05_56.2Ip 22 Bytes
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Searching for Objects in Backup

You can use Veeam Data Cloud for Microsoft 365 to search for objects in your Flex backups. The product offers 2
search mechanisms:

e Search. This is basic search, currently only available for Outlook backups. You can select a restore point,
specify a search word and get results fast.

e Advanced Search. This is advanced search, available for Outlook, OneDrive, SharePoint and Teams
backups. You can select a restore point and specify multiple search criteria. It may take a long time to
display results.

Performing Basic Search

To search for required items using basic search, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with viewing
and restoring permissions.

2. In the main menu, click Search.

3. Inthe Searchtab, from the Search within drop-down list, select Outlook. If you want to search within
OneDrive, SharePoint or Teams, you must use advanced search.

Search Flex Backups

4. Inthe as atfield, select a restore point where you want to search for backed -up items. The restore point
defines the date and time when the backup was created.

Search Flex Backups

- Tue,Nov26 ~ Restore points
N . I
v

0200 A

Y - R o324
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5. Inthe Searchfield, specify a key word for the search.

Search Flex Backups

6. Click Search tostart the search for required items.

The search will display the Running status and then, once it finds the first 500 matched items, the
Stopped status.

7. When the Status changesto Stopped, you can view found items or click Continue search tofind the next
500 matched items.

Search Flex Backups

Search  Advanced Sear

thin  Restore point Search text Session Resuts  Limit  Status T e
B8 Doshbeard 26/11/2026 20028 AM | welcome 26/11/2024 10240 AM 500 500  Stopped
<[> Backup Policies
&) Reports
Ll Search Mailbex Subject Sender Receiver Received
John Brown Welcame to Veeam Da Veeam Deta Cloud John Brown  21407/2023 10:60:56 AM ®
Olive Jones n Dat Veeam Data Cloud Olive Jones  23/08/2023 1£13:50 AM ®
& Onelrive Maria Ramos Welcome to Veeam Data Cloud Weeam Deta Cloud Maria Remos  26/08/2025 4:35:46 AM ®
St int
W shareroin Alice Young Veeam Data Cloud Alice Young  21/07/2023 10:53:44 AM °
i Teams
Ben Green Vieeam Data Cloud BenGreen 210772023 10:5056 AM °
Pot Wong veeam Deta Cloud Pat Wong 281 12:48:35 PM @
Greog Muller Vieeam Data Cloud GrogMuller  21/07/2023 10:53:44 AM ®
George Harris Weicome to Veeam Data Cloud Veeam Deta Cloud George Harrls 2140772025 10:50:55 AM )
Kris Bell Welcame 1o Veeam Da Vieeam Data Cloud Kiis Bell 28/04/2023 12:48:35 PM ®
} Angeia Bass Weicame to Veeam Data Cloud Veeam Deta Cloud AngeloBass 111012024 1256:02PM ®
Notifications
© Settings
) Support
Rowsperpage: f0rows + 1< < 61700 >l
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8. In the search results, click the item you want to select for restore and click Restore.

Search Flex Backups

Search  Advanced Search
_ Search within  Restore point Search text Session Results  Limit  Status PT—
5 Dashboard Outlook 26/11/2024 20028 AM | weicome 26/11/2024 1:02:40 AM 50O 500  Stopped
¢} Backup Policies
&) Reports £ Restors
[’l Search Mailbox Subject Sender Receiver Received
John Brown Welcome to Veeam Data Cloud Veeam Data Cloud John Brown 2140772023 10:50:55 AM ®
g Outlook 5 o
@ OneDrive . o
Maria Ramos Weicome to Veeam Data Cloud Veeam Data Cloud Maria Rames  26/08/2025 4:33:46 AM @
SharePoint
* Alice Young am Data Cloud Weeam Data Cloud Alice Young 21/07/2023 10:53:44 AM ®
W Teams .
Ben Green Welcome to Veeam Data Cloud Veeam Data Cloud Ben Green 21/07/2023 10:50:56 AM @
Pat Wong Veeam Data Cloud Pot Wong 2B/04/2023 12:48:35 PM (-3
Greg Muller Weeam Dota Cloud GregMuller  21707/2023 10:53:44 AM ®
George Harris Veeam Data Cloud George Harrls ~ 21/07/2023 10:50:55 AM Lcd
Kris Bell Vesam Data Cloud Kiis Bell 28/04/2023 12:48:36 PM ®
(1 Notifications Angela Bass Welcome 1o Veeam Data Cioud Veeam Dot Cloud Angelo Bass  11/10/202¢ 12:58:02 PM ©
Settings
c Rows perpage:  10rows = 1K < B700f500 3 3|

Performing Advanced Search

To search for required items with advanced search, do the following:

1. Log in to Veeam Data Cloud for Microsoft 365 with an administrator account or an account with viewing
and restoring permissions and permissions to access backup for entire SharePoint tenancy.

2. In the main menu, click Search.

3. Inthe Advanced Search tab, from the Search within drop-down list, select the application whose items
you want to find: Outlook, OneDrive, SharePoint, or Teams.

Search Flex Backups

Achvanced Search

Outiook
_ Primary Seaich € Flela * Condttion * value *
B Doshboard (select atleostor OneDrive Bee Addres: s exactly
SharePoint

Secondary Seats 1o Floid = Condition = vain *
(optional) A e | Asselant Name ~  izexactly
Find Itams that match thees ilterla:
Ssarch Criterlo Flekd Condlition Value Actions
Nedota
Poirt In tims Criteria Page Status Messags
12/06/2024 10:0331 AM - Fleld:Syatem Subject; Candition 1 View result @
contoing; Value: important;
Rowsporpoge:  GOrows

If the option to search within a specific application is enabled for your account, you can see itin the Veeam
Data Cloud for Microsoft 365 environment. If you cannot see the application whose items you want to
find, contact Veeam Customer Support.
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4. Inthe as atfield, select a restore point where you want to search for application items. The restore point
defines the date and time when the backup was created.

Search Flex Backups

Advanced Search

Saarch within: | Outlook - asat

Backu olicie e 202 N
1 Backup Policies Secondary Search Criter 070 2024 ¢
) (optional)
) Reports
. Fird Horms thot mateh th
(), Search
search Ciltsrla oo
BACKUPS El 10 # 2 ° L
8 outook 6 7 B w @ A
I ®» 7 N
& OneDrive
30
& sharePoint
Hi Teams Polrt In tims. Cmena

12/06/2024 10:03:31 AM
Notifications

Settings

Support

& Version:

- Field: BystamSubject; Candition;
contoing; Volue: importont;

]

»
02:04 AM
0242 AM
8 0521 AM
5
0605 AM
2
]

Primary search Criterio S I o1 u, Jun 13 7 Restore points Value *
(ssloct at least one): .

Value *

Condltion

N dots

rags

4

5. In the Primary Search Criteria section, specify search criteria:

Vel Actions

Status Messags

View reslt @

Rows perpoge:  50rows v

a. From the Category, Field and Condition drop-downllists, select values to form your search criteria.

b. In the Value field, specify your search criteria or select a value from a drop-down list.

Search Flex Backups

Advanced Search

- Primary Search Criterla ~ Category *
) Dashboard )
= (ssiect at lwast on): Al Felce
17 Backup Policies §ecandary Search Criterla Category *
(optional)

2 Reports Al Fslce

e Fird Itams thot match these criteria:
Search Critetla

@ Outiook

& OneDrive

@ shareroint

% Teams Point In time

12/06/2024 10:03:31 AM
Notifications

Settings

) Support

My Profile

& version:

Search within:  Outlook - asat (]

Flokd *

Subject

Flokd *

Assigtant Nama

Criteria

- Field: BystamSubject; Candition;
contoing; Volue: importont;
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Vel Actions
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View result @&
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c. Click Add to List. The selected criteria will be listed in the Find items that match these criteria section.

Search Flex Backups

Advanced Search

Search within:  Outlook - asat (]
- Primary Search Criterla ~ Category * Flak * Gondition * Valus *
& Dashboard X
= {ssisct ot lecst one) Al Fielde - Bugjsct - comaing - | repory J + AddioList
Backup Policies
v p o §ecandary Search Criterla Category * Flak * GCondition * Valua *
{optional) Al Fialds ~ | Assistant Nama ~  Teexactly

&) Reports

Find Itams thot match thess crlterla:

Seaich Crlterta Flski Condltion Valua, Actions
Primary Subject containe impartant ®

@ OneDrive

% Teams Polnt In time Cilteria Page status Message

» Field: BystemSubject; Condition:

13/06/2024 6:05116 AN ; .
/08/2024 G055 AM containg; Valus: Important

1 View rasult @

() Notifications
Settings

) Support Rowsperpuge:  50rows  ~

@ My Profile

& version

6. [For Outlook, OneDrive or Sharepoint] [Optional] In the Secondary Search Criteria section, you can specify
more search criteria:

a. From the Category, Field and Condition drop-downllists, select values to form your search criteria.
b. In the Value field, specify your search criteria or select a value from a drop-down list.

c. Click Add to List. The selected criteria will be listed in the Find items that match these criteria section.

Search Flex Backups

Advanced Search

Saarch within:  Outlookc - asat (]
Primary Saarch Criterla  Category * Fleid * Candition * Valus *
(sahct ot lest one}: Al Fisldz - Bugjsct - commins
Backup Policies
L p Polick Secondary Search Criterla Categony * Flokd * Condition * Valus *

(eptional) Commaon Flel T exact o
) Reports Common Fielde - Reud - ety - |yee - + Add tolist

Find Htams that match thase crlteria:

Saarch Criteria Flaki Condition Valus Actions
BACKUPS
Primary Subject containe impartant ®

@ Outlook

EH :‘-m rt Search

9 Teoms Point In tima Criteria Pags Stotus Messags

» Field: BystemSubject; Condition:

13/05/2024 6:05:16 AN ; .
3/08(2024 G055 AM containg; Valus: Important

1 View resilt @

Rowaper page: 60 rows  ~

My Profile

& Version:

NOTE

Primary search criteria are common fields for the specified object type. Secondary search criteria are
less commonly used fields for the specified object type. You can specify multiple primary and
multiple secondary criteria for each search. Veeam Data Cloud for Microsoft 365 links them as with
the OR logical operator.

168 | Veeam Data Cloud for Microsoft 365 | User Guide



TIP

Search Flex Backups

Advanced Search

Saarch within:  Outlook

(sslact at losst one): Al Fralds

{optional ANl Fielde

Find Hams that match thess criteria:

Primary Search Criterla~ Category *

Secondary Search Critarla Category *

Saarch Criterla
Primary
Outlook
& outiook Primary
@ OneDrive Sacondary
&) sharePoint
Wi Teams
Paint In time

71 Notifications

Sattings

) support

My Profile

7. Click Start Search tosearch for required items.

12/06/2024 10:03:31 AM

asat (]

Flokd *

Boe Address

Floki *

Assietont Nama

Subject
Subject

Read

Criteria

- Field: Systems

contoing; Value:

You can adjust your search criteria at any time.

e To remove a single criterion, click the red cross Remove icon.
e To clear all the search criteria, click Reset.

Condition * Value *
iz exactly
s exactly
Condlition Volus Actions
contoing mportant
Pags Status

Messags

View reslt @

Rows perpoge:  50rows v

The search will display the /7 gueue status, then the Processing status, and then the View result status.

8. When the Status changesto View result, you can view found items.

shboard
1 Backup Policies
) Reports

() search

| Notifications
Settings

3} support

My Profile

Search Flex Backups

Advanced

Saarch within:  Outlook

Primary Saarch Criterla  Category *

(smlact at teast one): A e

Sacondary Search Crltarla Category *
{optional Al Felde

Find Htams that match thase crlteria:

Saarch Crltarla

Palrt In time

20/06/2024 10:03:37 AM

18/06/2024 G:05:45 AM

12/06/2024 10:08:31 AM

asat (]

Flokd *

Bre Addrass

Flokd *

Assigtant Nama

Criterla

ue: mportant;

« Fleld: SystemSubject; Condition:

containg; Walue: important;
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9. In the search results view, click items you want to select for restore.

@ Hole down CTRL and click 10 select nutiple ftems. You can only select (tems within the ssme maflbox, other [tama will be greyed out

Subjsct Sendar Recalved
Important Reminder Large Company 13/06/2024 60518 AM

Rows perpoge:  100rows

10. Click Restore Selected Items torestore selected items.

@ Hole down CTRL and click to sslect multiple (tams. You can only select itema withn the same mailbox, other itema will be greyed out

Important Reminder Large Company

Rowperpoge: 100 rows =
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Troubleshooting

This section contains knowledge base articles that may help you troubleshoot issues when using Veeam Data
Cloud for Microsoft 365.

In This Section

e Cannot See SharePoint, Teams or Other Users Data
e Outlook: Failed To Find Group Owner Account

e OneDrive: OneDrive Was Not Found

e SharePoint: Personal Site Was Not Found

e Teams: Failed To Find Team MailboxOwner Account
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Cannot See SharePoint, Teams or Other
Users Data

Issue

You are unable to explore and restore your SharePoint, Teams, or other users backups.

Summary

When logged in to Veeam Data Cloud, you are unable to see SharePoint or Teams under the restore menu.

Cause

The role assigned to your account is missing the required permissions.

Resolution

To edit the role's permissions, complete the following steps:

1.

Log in to Veeam Data Cloud with your administrator account.

2. Navigate to Settings > Roles.

3. Find the role you want to edit and toggle on the Access other users backups, View/Restore SharePoint or
View/Restore Teams permissions to your desired configuration.

4. Click Save changes.

NOTE

You may need to log out and then log in back to your account for the changes to take effect.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.
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Outlook: Failed To Find Group Owner
Account

Issue

While backing up a mailbox, the job is completed successfully, but your Veeam Data Cloud backup logs say that
the job has completed with a warning: Failed to find group owner account.

Summary

When you review your completed Veeam Data Cloud backup that includes Microsoft Exchange items, you may
see the following warning message in the backup session logs:

Warning
Processing mailbox <Name> completed with warning: Failed to find group owner ac
count

Cause

Veeam Data Cloud is unable to impersonate Microsoft 365 groups (mail-enabled and security groups) that do
not have an owner assigned. This is a known Veeam and Microsoft issue.

Resolution

Assign an owner to each of the Microsoft 365 groups that you want to back up. For information on how to do
this, see this Microsoft article.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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OneDrive: OneDrive Was Not Found

Issue

While backing up OneDrive items, the job is completed successfully, but your Veeam Data Cloud backup logs say
that the job has completed with a warning: OneDrive was not found.

Summary

When checking your Veeam Data Cloud backup session logs, you may see the following warning:

Warning
Processing OneDrive <Name> completed with warning: OneDrive was not found (ID:
<ID>, name: <Name>)

Cause

Veeam attempts to process Exchange, OneDrive, SharePoint and Teams for each user. This particular warning
lets you know that the end-user Microsoft license does not include a OneDrive account.

Resolution

If you are on the Variable license model, you can exclude certain items from backup. For information on how to
do this, see Editing Flex Backup Policies. This is optional: the warning will have no effect on your backups, and

you can safely ignore it.

If you are on the Fixed license model, you cannot edit backup jobs because they are configured automatically.
You may safely ignore the warning on your backups because all relevant data will continue to be captured
correctly.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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SharePoint: Personal Site Was Not Found

Issue

While backing up SharePoint sites, the job is completed successfully, but your Veeam Data Cloud backup logs
say that the job has completed with a warning: Personal site was not found.

Summary

When checking your Veeam Data Cloud backup session logs, you may see the following warning:

Warning
Processing site <Name> () finished with warning: Personal site was not found (I
D: <ID>, name: <Name>)

Cause

Veeam attempts to process Exchange, OneDrive, SharePoint and Teams for each user. This particular warning
lets you know that the end-user Microsoft license does not include a SharePoint site.

Resolution

If you are on the Variable license model, you can exclude certain items from backup. For information on how to
do this, see Editing Flex Backup Policies. This is optional: the warning will have no effect on your backups, you
can safely ignore it.

If you are on a Fixed license model, you cannot edit backup jobs because they are configured automatically. You
may safely ignore the warning on your backups because all relevant data will continue to be captured correctly.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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Teams: Failed To Find Team MailboxOwner
Account

Issue

While backing up a mailbox, the job is completed successfully, but your Veeam Data Cloud backup logs say that
the job has completed with anerror: Failed to find group owner account.

Summary

A team you are trying to back up does not have an owner attached, and you see the following error message in
your Veeam Data Cloud backup session logs:

Error
Failed to process team: <Team Name>. Failed to find Team mailbox owner account.

Cause

Veeam Data Cloud uses impersonation to back up items in Microsoft 365. Without an owner, Veeam Data Cloud
is unable to impersonate Microsoft 365 teams. If no owner is assigned, it is seen as an orphaned group.

Resolution

Assign an owner to each of the Microsoft 365 teams you want to back up. For information on how to do this, see
this Microsoft article.

Alternatively, if it is not necessary to back up some teams, you can exclude them from the backup. For more
information, see Editing Flex Backup Policies.

Help And Support

If you have followed the steps outlined above, and the issue recurs in the next backup cycle, or you need help
with performing these changes, you can contact Veeam Customer Support.

References

For information on how to check your backup session logs, see Viewing Backup Logs.
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Viewing Status

You can view the status of Veeam Data Cloud for Microsoft 365 services. To do this, open this Veeam webpage
in your web browser.

The status page displaysinformation on availability of the following services:
e Microsoft single sign-on authentication service for Veeam Data Cloud Ul Portal

e Microsoft Exchange, Microsoft SharePoint, Microsoft OneDrive for Business and Microsoft Teams backup
services in each of the supported Microsoft Azure regions: APJ, EMEA and AMER

For each service, the following statuses are available: Operational, Degraded Performance, Portal Outage, Major
Outage and Maintenance.

V. .
veeam Dz?:rgloud @3 Support v Agent Login

@ All Services Operational

@ Operational @ Degraded Performance @ Partial Outage @ Major Outage @ Maintenance

+ Veeam Data Cloud Ul Portal

@ Microsoft Authentication Operational

v Backups - AP)

@ Teams Operational
@ E-mail Operational
@ SharePoint Operational
@ OneDrive Operational
> Backups - EMEA Operational
p p
> Backups - AMER Operational

@ Operational @ Degraded Performance @ Partial Outage @ Major Outage @ Maintenance
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Getting Support

If you require assistance, you can access online help at Veeam Help Center or contact Veeam Customer Support.

178 | Veeam Data Cloud for Microsoft 365 | User Guide



